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Publishing information

B&R Industrial Automation GmbH
B&R Strasse 1

5142 Eggelsberg

Austria

Telephone: +43 7748 6586-0

Fax: +43 7748 6586-26

office@br-automation.com

Disclaimer

All information in this document is current as of its creation. The contents of this document are subject to
change without notice. B&R Industrial Automation GmbH assumes unlimited liability in particular for tech-
nical or editorial errors in this document only (i) in the event of gross negligence or (ii) for culpably inflicted
personal injury. Beyond that, liability is excluded to the extent permitted by law. Liability in cases in which
the law stipulates mandatory unlimited liability (such as product liability) remains unaffected. Liability for
indirect damage, consequential damage, business interruption, loss of profit or loss of information and
data is excluded, in particular for damage that is directly or indirectly attributable to the delivery, perfor-
mance and use of this material.

B&R Industrial Automation GmbH notes that the software and hardware designations and brand names
of the respective companies used in this document are subject to general trademark, brand or patent pro-
tection.

Hardware and software from third-party suppliers referenced in this document is subject exclusively to the
respective terms of use of these third-party providers. B&R Industrial Automation GmbH assumes no lia-
bility in this regard. Any recommendations made by B&R Industrial Automation GmbH are not contractual
content, but merely non-binding information for which no liability is assumed. When using hardware and
software from third-party suppliers, the relevant user documentation of these third-party suppliers must
additionally be consulted and, in particular, the safety guidelines and technical specifications contained
therein must be observed. The compatibility of the products from B&R Industrial Automation GmbH de-
scribed in this document with hardware and software from third-party suppliers is not contractual content
unless this has been separately agreed in individual cases; in this respect, warranty for such compatibility is
excluded in any case, and it is the sole responsibility of the customer to verify this compatibility in advance.
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General information

1 General information

1.1 Other applicable documents
For additional and supplementary information, see the following documents.

Other applicable documents

Document name Title
MAX20 X20 System user's manual

Additional documentation

Document name Title

Cybersecurity For cyber-secure operation, the guidelines from Cybersecurity / Defense in Depth for B&R products must be taken into
account.

1.2 Order data

Order number Short description
Bus controllers

X20BC0O08T X20 bus controller, 1 OPC UA FX Ethernet interface, inte-

grated 2-port switch, 2x R145, order bus base, power supply
module and terminal block separately!

Required accessories

System modules for bus controllers

X20BB80X X20 bus controller base for X20BCOO8T and X20 pow-
er supply module, X20 end cover plates (left and right)
X20ACOSL1/X20ACOSR1 included

X20PS9400 X20 power supply module, for bus controller and internal I/
O power supply X2X Link power supply

X20PS9402 X20 power supply module, for bus controller and internal I/
O power supply, X2X Link supply, supply not galvanically iso-
lated

Terminal blocks

X20TB12 X20 terminal block, 12-pin, 24 VDC keyed

-
a
X

Table 1: X20BCOO08T - Order data

1.3 Module description

This bus controller provides OPC UA FX functions. This allows any OPC UA clients access to read or write
data from |/O modules connected to the bus controller.

+ Communication technology: OPC UA Field eXchange (FX)

» 1/0 configuration via OPC UA FX

¢ 400 ps minimum cycle time

« Integrated switch for daisy-chaining

» 2x1 Gbit/s full-duplex mode

+ OPC UA diagnostics and module diagnostics at runtime via OPC UA clients
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Technical description

2 Technical description

2.1 Technical data

Module status
Bus function

Order number X20BCO08T

Short description

Bus controller OPC UA FX

General information

B&R ID code OxF629

Status indicators Module status, bus function
Diagnostics

Yes, using LED status indicator and software
Yes, using LED status indicator and software

Power consumption

Bus 35W
Additional power dissipation caused by actua- -
tors (resistive) [W]
Certifications
CE Yes
UKCA Yes
UL cULus E115267
Industrial control equipment
Interfaces
Fieldbus OPC UA Field eXchange (FX)
Variant 2x shielded R145 (switch)
Line length Max. 100 m between 2 stations (segment length)
Transfer rate 1 Gbit/s
Transfer
Physical layer 100BASE-TX/1000BASE-T
Half-duplex No
Full-duplex Yes
Autonegotiation Yes
Auto-MDI/MDIX Yes
Min. cycle time ©
Fieldbus 400 ps
X2X Link 400 ps
Synchronization between bus systems possible Yes

Electrical properties

Electrical isolation

OPC UA FX isolated from bus and I/0

Operating conditions

Mounting orientation
Horizontal
Vertical

Yes
Yes

Installation elevation above sea level

0to 2000 m No limitation

>2000 m Reduction of ambient temperature by 0.5°C per 100 m
Degree of protection per EN 60529 IP20
Ambient conditions
Temperature

Operation

Horizontal mounting orientation -25to 45°C
Vertical mounting orientation -25 to 40°C

Derating -

Storage -40 to 85°C

Transport -40 to 85°C
Relative humidity

Operation 5 to 95%, non-condensing

Storage 5 to 95%, non-condensing

Transport 5 to 95%, non-condensing
Mechanical properties
Note Order 1x terminal block X20TB12 separately.

Order 1x power supply module X20PS9400 or X20PS9402 separately.
Order 1x bus base X20BB80X separately.

Pitch 2 37.5*%2mm

Table 2: X20BCOOS8T - Technical data

1) The minimum cycle time specifies how far the bus cycle can be reduced without communication errors occurring.
2) Pitch is based on the width of bus base X20BB80X. In addition, power supply module X20PS9400 or X20PS9402 is always required for the bus

controller.

X20BCOO8T Data sheet V 1.42



Technical description

2.2 Operating and connection elements

X20 BC|008T

1 OPC UA FX connection with 2x R145 for simple wiring 2 Number switches
3 LED status indicators 4 | Terminal block for bus controller and 1/0 supply

2.2.1 LED status indicators

The following table lists the LED status indicators available on the bus controller. Exact blink times are
specified in the timing diagram in the next section.

Immediately after switching on, the LEDs flash red. This is not an error message.

Figure LED Color Status Description
MSY - Off No power supply to module or mode RESET 2
Green 2 pulses Firmware update
On Module OK
Red 1 pulse Mode RESET: Restart
2 pulses Mode RESET: Deletes the configuration
3 pulses Mode RESET: Deletes the safety configuration
4 pulses Mode RESET: Resets to the factory settings
On Error state
Green + Red |On Mode RESET: Confirmation of the deletion procedure
= cs?» Green 1 pulse Waiting for IP configuration
S 2 pulses Waiting for PTP synchronization
8 3 pulses Waiting for NTP synchronization
2 On Network OK
>“é Red 1 pulse IP configuration timeout 4
2 pulses PTP synchronization timeout »
3 pulses NTP synchronization timeout
4 pulses PTP status error ©
Oon IP address conflict
LA IFx Green Off No link to remote station
On The link to the remote station is established.
Flickering The link to the remote station is established. The LED blinks if Ethernet ac-

tivity is taking place.

1) Module status "MS": This LED is a green/red dual LED.

2) See 2.2.2 "Number switches".

3) LAN status "LS": This LED is a green/red dual LED.
The LED changes from the green pulsed state to the red pulsed state if the current "Waiting for" status is present for longer than 15 s. When the
status changes, this time is reset.

4) The bus controller has not yet been assigned an IP address.

5) The bus controller is not yet synchronized via PTP. Possible causes:

. No connection to a PTP grandmaster
«  The synchronization offset to the PTP grandmaster is outside the specification (abs(OffsetFromMaster) > SyncOffsetNs).
. PTP configuration error
6) Possible causes:
. The bus controller was configured as a PTP grandmaster (Priorityl < 128), but it is a PTP slave.
. The bus controller was configured as a PTP slave (SlaveOnly = true), but is a PTP grandmaster.
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Technical description

LED status indicators - Blink times

250

[ Y o 1V1/-7-]

,,,,,,,,,,,,,,,,,,,,,,,, 2 pulses

250 | 250 | 250

250 | 250 | 250

250 | 250 | 250 | 250 | 250 | 250 | 250

,,,,,,,,,,,,, 2 pulses (cyclic)

,,,,,,,,,,,,,,,,,,,,,,,,, 4 pulses

Min. 2500

All times in ms

2.2.2 Number switches

Only reset mode can be enabled using the two number switches.

Switch position Description
0x00 - OXFE Reset mode not active
OxFF

Reset mode active

Reset during startup

Indication of startup: LED "MS" is not yet permanently lit up green or red.

Information:

Setting the reset mode is not permitted during startup.

Reset during operation

During operation, the triggered function depends on the setting duration of the reset mode.

Function Setting duration |LED status indicator? Confirmation

Setting a temporary IP address @ 1s LED "MS": Off -

Restart 5s LED "MS": 1 pulse after 5 seconds -

Deleting a configuration 10s LED "MS": 2 pulses after 10 seconds If the number switches are pressed again
Deleting a safety configuration 15s LED "MS": 3 pulses after 15 seconds within 5 s, the action is performed and the
Resetting to the factory settings 20s LED "MS": 4 pulses after 20 seconds bus controller is then restarted.

1) See 2.2.1 "LED status indicators".

2) Temporary IP address 192.168.1.1, see 2.3 "Setting an IP address".

"Reset mode - Set temporary IP address" example

1) Set the number switch to OxFF.
2) After1ls, LED "MS" goes out.

3) Set the number switch not equal to OxFF within 5 s before LED "MS" blinks red with 1 pulse (mode:

restart).

Information:

The temporary IP address is only set for the current boot procedure and no longer
present after the device is restarted. It enables an initial connection to the device to
configure a static IP address.
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Technical description

"Reset mode - Restart" example

1) Set the number switch to OxFF.

2) After1s, LED "MS" goes out (mode: temporary IP address); after 5 s, LED "MS" blinks red with 1 pulse
(mode: restart).

3) Set the number switch not equal to OxFF within 5 s before LED "MS" blinks red with 2 pulses (mode:
delete configuration).

4) The device is restarted.
"Reset mode - Delete configuration" example

1) Set the number switch to OxFF.

2) After 1s, LED "MS" goes out (mode: temporary IP address); after 5 s, LED "MS" LED blinks red with 1
pulse, and after 10 s it blinks red with 2 pulses (mode: delete configuration).

3) Set the number switch not equal to OxFF within 5 s before LED "MS" blinks red with 3 pulses (mode:
delete safety configuration).

4) LED "MS"lights up green and red for 5 s (mode: confirmation of the delete procedure). Within this time,
turn number switch to OxFF again to confirm and then turn again to not equal to OxFF.
The configuration is not deleted if there is no confirmation.

5) The configuration is deleted, and the device is restarted.

Deleting a configuration
The following settings will be deleted:

» Network configuration

+ X2X configuration

« Time synchronization configuration
« TSN configuration

Deleting a safety configuration
The following settings will be deleted:

» Users / passwords
¢ OPC UA certificates
» Netconf certificates / SSH keys

Resetting to the factory settings

Corresponds to "Deleting a configuration" and "Deleting a safety configuration".

2.2.3 Ethernet interface

Forinformation about wiring X20 modules with an Ethernet interface, see section "Mechanical and electrical
configuration - Wiring guidelines for X20 modules with Ethernet cables" in the X20 user's manual.

ETHA1
ETH2
Interface Pinout
Pin Ethernet
1 D1+ Data 1+
2 D1- Data 1-
3 D2+ Data 2+
4 D3+ Data 3+
5 D3- Data 3-
6 D2- Data 2-
Shielded R145 port 7 D4+ Data 4+
8 D4- Data 4-
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2.3 Setting an IP address

Depending on the type of application used, an IP address can be assigned to the bus controller in various
ways.
+ Automatic assignment via DHCP server
By default, the bus controller is configured for automatic IP address assignment via a DHCP server. In
machine networks with a B&R controller, the DHCP server function is provided by Automation Runtime.
However, PCs or laptops with desktop operating systems such as Windows or Linux usually do not
offer a DHCP server.
« Setting the temporary IP address (192.168.1.1) using the number switch. (See section 2.2.2 "Number
switches".)
« Configuration via OPC UA server (see section 3.2 "Establishing a connection")
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Getting started

3 Getting started

The bus controller is delivered with factory settings. No device function of any security settings are config-
ured in this case. For secure commissioning,the bus controller is operated in a secure environment.

Examples of secure environments:

+ Connection to a network separate from the company network.
« Direct connection to the PC used for configuration.

After the security configuration has been completed,the bus controller can also be securely operated in an
unsecured environment.

3.1 Preparation
In the examples in this documentation, the OPC UA client software "UaExpert" is used for the configuration.

Other similar tools however, can also be used for the configuration.

Recommended minimum version:

« UaExpert version 1.6 or later
Download: https://www.unified-automation.com

To begin, the following structure can be used for initial configuration. This consists of a PC with UaExpert
software, a directly connected bus controller and a DHCP server. The DHCP server can also be part of the PC.

UaExpert
3.2 Establishing a connection
Information:
To avoid problems when establishing a connection, see also section 5.6 “Integration in the
IT network".

In the factory setting, a DHCP client is started on the bus controller and a hostname is generated depending
on the product ID and MAC address. A DHCP server available on the network can therefore assign an IP
address to the bus controller. In addition, multicast DNS (mDNS) is enabled on the bus controller.

The following network settings are applied by the DHCP server in the factory setting:

— IP address

— Subnet mask
- Gateway

- Hosthame

— Domain

— DNS server

— NTP server

To change the factory settings (see section 3.5 "General network settings via OPC UA"), one of the following
factory mechanisms must first be used for the initial connection.
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3.2.1 Establishing a connection via the hosthame

3.2.1.1 Determining the hostname

In order to establish a connection, the hostname of the bus controller must be known. In the factory set-
tings, this is generated from the product ID and the MAC address of the bus controller and has the follow-
ing format:

x20bc008t-[MAC address]

Information:

After the hostname is changed, the default hostname composed of product identifier and
bus controller MAC address is no longer valid.

Example
For a bus controller with MAC address 00:60:65:00:22:01, the hostname is as follows:
x20bc008t-006065002201

The following possibilities are available to determine the hostname:

3.2.1.1.1 Determining the hostname via housing label

The bus controller MAC address is printed on the housing along with the MAC addresses of the ports.
3.2.1.1.2 Determining the hostname via LLDP and direct connection

Alternatively, the hostname can be determined via a network connection using LLDP. The bus controller
publishes the MAC address of the endpoint in the network to direct neighbor devices via the "Link Layer
Discovery Protocol" (LLDP) using the name "ChassisID". This can be determined from a PC with Linux and
direct device connection using LLDP, for example:

Example
$ lldpctl
Interface: enx9cebeB8aeb5553, via: LLDP, RID: 42, Time: 0 day, 01:03:00
Chassis:
ChassisID: mac 00:60:65:00:22:01
SysName: x20bc008t-006065002201.home
SysDescr: B&R Industrial Automation GmbH, 802.1Q OPC UA FX buscontroller, X20BC008T,
SW 1.0.0, HW CO
MgmtIP: 192.168.0.128
MgmtIP: 2a02:810d:6e3f:e9a0:260:65£f:£e00:2201
Capability: Bridge, on
Capability: Router, off
Capability: Wlan, off
Capability: Station, off
Port:
PortID: mac 00:60:65:00:22:03
PortDescr: swOp3
PMD autoneg: supported: yes, enabled: yes
Adv: 100Base-TX, HD: no, FD: yes
Adv: 1000Base-T, HD: no, FD: yes

MAU oper type: 100BaseTXFD - 2 pair category 5 UTP, full duplex mode
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Getting started
3.2.1.1.3 Determining the hostname with LLDP and connecting directly using Wireshark

If LLDP is not available on the PC, a network capture can also be performed, e.g. using Wireshark. These
contain the hostname. To do this, apply the "lldp" filter in Wireshark and read out the "System name" in the
details of the LLDP datagram — This corresponds to the hostname.

£ *Ethernet 18
File Edit View Go Capture Analyze Statistics Telephony Wireless  Teools  Help

e XC Qe EFEE/=E QaalE

U

Mo Time Source Publis Destination Proteccl
S90S 8.881534 BERIndus_3f:fb:59 LLDP_Multicast LLDF

Frame 5885: 273 bytes on wire (1784 bits), 223 bytes captured (1784 bits) on interface \Device\NPF_{S68DFE63-EEDI-4E1C-ASCA-IDSIABFSTERS ), id @
Ethernet 1T, Src: BERIndus_ 3F:fb:5% (@3:68:65:3F:Fb:59), Dst: LLDP Multicast (@1:B8:c2:od:98:3e)
“w Link Layer Discovery Protocol
Chassis Sublype = MAL address, Td: 29:68.65.3f:fb:58
Port Subtype = MAL address, Td: &3:68:65:3F:Fb:55

I3 o li 134

I System Name = xJObCBORL-2B6BE5IFFRSE !
7 Cripllion = ndusCrial Au ion Gmb#H, OPC A TSM Buscontroller, XIBBOSBET, SW 1.3.1, Hi A2

Capabilities

Management
Port Descrip
Teee BA2.1 - Link Aggregation

Teee BA2.31 - MAC/PHY Configuration/Status
End of LLDPDU

i = Swepl

3.2.1.2 Resolving the hostname

After the hostname has been determined, it must be resolved into an IP address by the network infrastruc-
ture. There are the following possibilities to do this:

3.2.1.2.1 Resolving the hostname via mDNS

When the hostname is known, the bus controller can be addressed from the PC using this name. In this case,
the connection is made via the hostname and mDNS domain ".local". The IP address does not need to be
known with this possibility.

UaExpert
mDNS

The following "Endpoint URL" can be used in UaExpert to establish the connection (see 3.4 "Creating the
first user"):

opc.tcp://<Product ID>-<MAC address>.local:4840
Or for this example:
opc.tcp://x20bc008t-006065002201.local:4840

Information:

The OPC UA server on the bus controller expects incoming connections on port 4840.
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Getting started
3.2.1.2.2 Resolving the hostname via DNS

In large networks with many stations or if a DHCP/DNS infrastructure is available and used, it is possible
to disable mDNS via the OPC UA information model.

The connection is made via the hostname since a DHCP/DNS infrastructure exists. The IP address does not

need to be known with this possibility.
UaExpert

DHCP server

The following "Endpoint URL" can be used in UaExpert to establish the connection (see 3.4 "Creating the
first user"):

opc.tcp://<Product ID>-<MAC address>:4840

Or for this example:
opc.tcp://x20bc008t-006065002201:4840

3.2.2 Establishing a connection with IP address

The connection can be established using a static or dynamic IP address depending on the existing infra-
structure.

3.2.2.1 Static IP address

A DHCP server is not required for this method. The number switch is used to set the IPv4 address to value

"192.168.1.1" for the current boot procedure.
UaExpert

The following "Endpoint URL" can be used in UaExpert to establish the connection (see 3.4 "Creating the
first user"):

opc.tcp://192.168.1.1:4840

If the IPv4 address is already configured and known, the reset procedure is not necessary. In this case, the
"endpoint URL" in UaExpert is as follows:

opc.tcp://<Known IP address>:4840
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3.2.2.2 Dynamic or unknown IP address

There are several ways to assign an IP address to a bus controller:

— Via the DHCP server

— If the bus controller is not assigned an IP address via DHCP, the bus controller automatically generates
arandom IPv4 Link-Local (IPv4LL) address.

This assigned IPv4 address can be determined via LLDP (see section Determining the hostname with LLDP
and direct connection) using the name "MgmtIP".

UaExpert
lldp
(000
(000
(000

[]
I
DHCP server

The following "Endpoint URL" can be used in UaExpert to establish the connection (see 3.4 "Creating the
first user"):

opc.tcp://<Determined IP address>:4840

3.3 Connecting to an OPC UA client

Setting Anonymous must be used to establish the initial OPC UA connection. Since sensitive data will be
transferred, an appropriate security policy such as Basic256SHA256 should also be selected.

B8 add server ? .

Configuration Mame | X20BC008T

PKI Store Default -

Discovery Advanced

Server Information

Endpoint Url |opc. tep: /192, 168. 1. 1:4840

Reverse Connect 1
Security Settings
Security Policy MNaone -
Message Security Mode | None -
Authentication Settings
(®) Anonymous

Username Store

Pasgw-

Session Name urn: ATEGGES332: UnifiedAutomation: UaExpert

[ connect Automatically

Cancel
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The Bus Controller is not yet initially integrated into a public key infrastructure (PKI) and therefore only has
a self-signed certificate. This certificate is correct but the client cannot verify its origin and therefore issues
a warning message. In a trusted environment, however, it is safe to accept this certificate.

B Certificate Validation ? x

__ Validating the certificate of servel'SAPCZ2(00.AL18-000 returned an error:

6 ‘ BadCertificateUntrusted

Certificate Chain

Mame Trust Status
a APC2200-0PC LA Umbrussted

Certificate Details

ok [BadCertificateUntrusted]

APC200-OPLUA

Common Mame

Organization B&R Automation GmbH
OrganizationUnit
Locality Eggelsberg
I '-I Ca Al DA (A ek vI
{Trust Server Certificate
I%Accept the server certificate tempararily for this session | Cancel

The certificate is accepted by selecting "Accept the server certificate temporarily for this session" and click-
ing on Continue.

Information:

In an untrusted environment, accepting such a self-signed certificate presents a risk. An
attacker can read and corrupt the data traffic during a "man-in-the-middle" attack despite

encryption.
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3.4 Creating the first user

Information:

A user must be created; otherwise, no further configuration can be performed.

Creating a user

The bus controller is currently still in commissioning mode and only permits the anonymous client to call
a few methods. These include creating the first user, setting the password and assignment to role Secu-
rityAdmin.

® The first step is to create the user who is responsible for further configuration. This is done by call-
ing method Root/Objects/Server/ServerCapabilities/UserSet/AddUser. The user dialog box is displayed by
clicking on Call.

v @ UserSet B8 Call AddUser on UserSet v X
> 1% AddUser

Input Arguments
Mame Value DataType Description

UserMame  [admin | [..] [Loadfie... | string

> =% Remove €3 Rebrowse
> & ServerConfigurs | =y
> & ServerDiagnostic—

Mame Value DataType Description
UserModeld Numeric - |0 E” Nodeld

‘

%
.

A successful call is displayed under "Result", and the node ID of the created user is returned.

B call AddUser on UserSet ? d
Input Arguments

Name Value DataType Description
UserName | admin | [...| [Load fil... | String

Name Value DataType Description
UserModeId String v |User.adrnir1@UserDbject | Nodeld

R

||

o
g
&
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Assigning a password

® The name of the newly created user is displayed in the information model. Method Root/Objects/Serv-
er/ServerCapabilities/UserSet/<NAME>/SetPassword is called to configure the password. By clicking on
Call..., the password dialog box is displayed.

w J"; UserSet - Call SetPassword on admin
& AddUser

% Removellser
w 'x, admin Name Value DataType Description

L+ AddSShKE}f Password |secret ... | |Load file... | String
‘w DisablePassword
¥ HasPassword

&% RemoveSshKey
¥ FRoles
=@ SetPassword
+3 Rebrowse
@ Sshieys o _ Close
¥ UserMame - Call.. w
e ServerConfiguration I::?

Information:

The password is transferred from the client to the bus controller in encrypted form. To pre-
vent unauthorized access to the bus controller, it is important to ensure that the password
cannot be seen by unauthorized persons when it is entered.

Assigning role SecurityAdmin

® As a next step, the user must be assigned the permission required for further configuration as "Secu-
rityAdmin". Method Root/Objects/Server/ServerCapabilities/RoleSet/SecurityAdmin/Addldentity is called
for this.

Y @i RoleSet B Call Addidentity on SecurityAdmin 7 ><
a Anonymous
ww AuthenticatedUser it ent:
._¢ ConﬁgureAdmin Name .\mhle } DataType Description
b Engineer Rule |Cick"..." to display value | [.c | 1dentitymappingRuleType
wu Observer :
@w Operator
Y g SecurityAdmin
=@ Addldentity
¥ |dentities
“ Removeldentity = ][ o=
@ Supervisor
After clicking on "...", entry "1 (UserName)" can be selected as CriteriaType. The username is specified as
"Criteria".
B Edit Value *®
Mame Value
™ IdentityMappingRuleType
CriteriaType 1 (UserName]
Criteria admin

| Write | Cancel

Clicking on Write applies the data and closes the dialog box. Dialog box SecurityAdmin is then closed by
clicking on Call and the user is logged in as SecurityAdmin.
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Getting started

® Multiple roles can be assigned to a user, or multiple users can perform the same role. These can be viewed
via properties Root/Objects/Server/ServerCapabilities/RoleSet and ... /ServerCapabilities/UserSet.

Example

Output of all users that are logged in as SecurityAdmin.

v @i RoleSet
@& Anonymous
W AuthenticatedUser
ww Configurefdmin
@ Engineer
i Observer
e Operator
Y g SecurityAdmin
& Addldentity

* Value

‘@ |dentities

“ Removeldentity

wa Supervisor
¥ ServerProfileArray
¥ SoftwareCertificates

Example

v Walue

SourceTimestamp 03-Mar-21 16:01:29.193

SourcePicoseconds 0

ServerTimestamp 03-Mar-21 16:01:29.193

ServerPicoseconds 0
StatusCode Good (CheD0OD00D00)
IdentityMappingRuleType Array[1]
v (0] |dentityMappingRuleType
CriteriaType 1 (UserMame)
Criteria admin

Output of all roles that are assigned to the user with name "admin".

v o UserSet
v AddUser
% Removelser
Y g admin

# AddSshKey
v DisablePassword
¥ Password
% RemowveSshKey

‘¥ Roles

W SetPassword
@ SshKeys

Further assignments

¥ Value

SourceTimestamp
SourcePicoseconds
ServerTimestamp
ServerPicoseconds
StatusCode

v Value

(o]

03-Mar-21 16:06:27.937
0

03-Mar-21 16:08:27.937
0

Good (0x00000000)
String Array[1]
SecurityAdmin

The possibilities of the client logged in anonymously are limited to creating the first user, setting the pass-

word and assigning role SecurityAdmin.

® To make further assignments and settings, the connection to the bus controller must be disconnected
and a new session authenticated with username and password must be started.

Basic2565ha256

Message Security Mode | Sign & Encrypt

Authentication Settings

| Store

X20BCO08T Data sheet V 1.42
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® To make additional settings, the user must also be assigned role ConfigureAdmin. Method Root/Ob-
jects/Server/ServerCapabilities/RoleSet/ConfigureAdmin/Addldentity is called for this and the name is as-
signed as described in Assigning role SecurityAdmin.

3 OperationLimits
v o RoleSet
% AddRole
& Anonymous
o AuthenticatedUser
v o ConfigureAdmin
% AddApplication
% AddEndpoint
‘% Addldentity
@ Applications

3.5 General network settings via OPC UA

It is possible to make a valid network configuration via OPC UA.

® For this, the various parameters for the network configuration are called under Root/Objects/De-
viceSet/X20BC008T/Configuration/Network and written to accordingly.

v g DeviceSet
i DeviceFeatures

v g X20BC008T

v I Configuration

UserRolePermissions RolePermissionType Array[0]

\CCEesS e 2

v Value
SourceTimestamp 01.01.1970 02:23:28.219
SourcePicoseconds 0

ﬁﬂridge ServerTimestamp 01.01.1970 02:23:28.219
ey Control ServerPicoseconds 0
v g Network StatusCode Good (0x00000000)
EnableDHCP Value I
EnableMulticastDNS ~ DataType String
& Gateway Namespacelndex 0
& Hostname IdentifierType MNumeric
& 1P Address Identifier 12 [String]
Metmask
& PrimaryDN5
3 SecondaryDMS
Node name Description
EnableDHCP Enables or disables the DHCP client functionality.
- If an IP assignment by a DHCP server is missing, the bus controller is assigned a random link local address
from range 169.254.0.0/16. IPv4LL (RFC3927).
- If the DHCP client is enabled, parameters Gateway, IP address, Netmask as well as Primary DNS and Se-
condary DNS are obtained from the DHCP server.
Gateway Configures the default gateway IP address.
- If parameter EnableDHCP is set, a gateway address can additionally be obtained from the DHCP server.
- If parameter Gateway is set, the manual configuration is used and the address obtained from the DHCP
server is ignored.
Hostname Configures the hostname.
IP address Configures a static IP address.
- If parameter EnableDHCP is set, the parameter is ignored and the IP address transmitted by the DHCP
servers is used.
Primary DNS Configures a primary or secondary DNS server.

Secondary DNS

- If parameter EnableDHCP is set, additional addresses for DNS servers can be obtained from the DHCP
server.

- If at least 1 DNS server is set manually, the manual configuration is used and the addresses obtained
from the DHCP server are ignored.

Netmask

Sets the subnet mask.
- If parameter EnableDHCP is set, this parameter is ignored and the subnet mask obtained from the DHCP
server is used.

EnableMulticastDNS

Enables or disables multicast DNS (mDNS).
-mDNS is enabled in the factory setting in order to be able to address the bus controller via the hostname
even if there is no network infrastructure.
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® Method Root/Objects/DeviceSet/X20BC0O08T/Configuration/Control/ApplyChanges must be called to
save the new configuration data.

v g X20BCODST
v [ Configuraticn
e Bridge
v @ Control
V:Eﬂ);iha"f €) Rebrowse -
‘& RestoreDefal * o |
W RevertChanges
o Network

Information:

The new network configuration is only applied when the bus controller is restarted.

3.6 Time synchronization

Information about the current time is required in order for the bus controller to operate. This is mainly
needed to process digital certificates correctly and to correctly set the timestamps of OPC UA values.

The following description shows how to configure "WallClock" to enable synchronization over the Network
Time Protocol (NTP). For the required parameters, see Root/Objects/DeviceSet/X20BC0O08T/Configura-
tion/TimeSynchronization/WallClock.

® To use NTP for time synchronization, the protocol for synchronization must be set to NTP via parameter
.../WallClock/TimeSyncProtocol.

) UserkoleFermissions KoleFermission lype Arraylu]
~ [ Configuration ¥ Value
o Bridge SourceTimestamp 01.01.1970 02:30:43.695
&% Control SourcePicoseconds 0
& Network ServerTimestamp 01.01.1970 02:30:43.693
~ IZ) TimeSynchrenization ServerPicoseconds 0
v 3 WallClock 3‘:Eu:(:0de SFJSQDEJXDDDDDDDDJ _
v %(glwﬁmeSewer{J'l v DataType 0 (NOME)
Namespacelndex 11 (PTP)
- e IdentifierType
S T Identifier 3012
D TimeServerd4 ValueRank -1 (5calar)
v o PTP SR e oAt 1 e ARAEARRA
@ DomainMumber
@ Priority
@ Priority2
@@ SlaveOnly

@0 SyncOffsetNs
#8 TimeSyncProtocol
=) WorkingClock

® The next configuration step depends on the type of network in which the bus controller is located.

« If time servers are obtained in the network via DHCP, no time server must be set. The time servers
obtained by the DHCP server are used instead.

» If no time server is obtained in the network via DHCP, at least 1 time server must be configured in
subobject NTP. For this, the hostname or the IP address must be entered in attribute Value of node
TimeServerOx.
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® Method Root/Objects/DeviceSet /X20BCO08T/Configuration/Control/ApplyChanges must be called to
save the new configuration data.

Information:

The new network configuration is only applied when the bus controller is restarted.

3.7 Restart and reset

A restart can be triggered via method Root/Objects/DeviceSet/X20BC0O08T/Configuration/Control/Re-
boot. Configurations previously saved using method ApplyChanges are applied and used when the bus con-
troller is started up.

If the network configuration was changed, the bus controller is only accessible under the new settings after
arestart. In case of connection problems, the connection settings in UaExpert must therefore be adjusted
according to the new configuration.

3.8 Updating the self-signed certificate

The bus controller has a method in the information model that can be used to easily generate a new self-
signed certificate, which contains the required application-specific information.

For the update, method UpdateSelfSignedCertificate must be called by clicking on Call under Root/Ob-
jects/Server/ServerConfiguration (1).

b & SewerConfiguration §. Call UpdateSelfSignedCertificate on ServerConfiguration ? 4

3 @ ApplyChanges
I AuthorizationServices

I CertificateGroups Name Value DataType Description

& CreateSigningRequest ExpiryDate [2030-01-01700:00:00.0002 %] pate

W GetRejectedlist S 2 [strial Automation GmbH/cN=x208C008T | | | [Load fle... | string

- 1 = . If empty then the configured hostname is
I KeyCredentialConfiguration o= | | ] [toad fie... | swing | ="

¥ MaxTrustListSize IncudeIPAddress Boolean 1 set then the IP-address is induded into

the certificate

If empty and a static IP-Address is
configured then the configured IP is used

¥ MulticastDnsEnabled
A IPAddress | ‘

¥ ServerCapabilities

¥ SupportedPrivateKeyFormats

Load file... | String

- Name Value DataType Description
; » UpdEtECEI’tIfICEtE ApplyChangesRequired Boolean
=% UpdateSelfSignedCer ™ -
& P 3 : A 3 Rebrowse
ww ServerDiagnostics
wa ServerRedundancy b4 Cﬁ#
@ ServerStatus -
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The desired values are entered in the method dialog box (2). The method has the following arguments:

Argument | Description
Input arguments
ExpiryDate Expiration date until which the certificate is valid.
Information: The input is only evaluated to the exact day.
Subject Sequence of X.509 name-value pairs separated by character "/".

The following names are provided:

Name Complete name Description

CN CommonName Name of the product or equivalent information

(e] Organization Name of the organization that operates the bus controller.
ou Organization unit Organizational unit

DC Domain component Domain of the organization

L Locality Town or city

S State State

C Country 2-character country code

Information: Specification of values /CN and /O is mandatory.

Example
"/0=B&R Industrial Automation GmbH/CN=X20BC0O08T-OPCUA/DC=X20BC008T/DC=ma-
chine/DC=customer/DC=com"

DNS (optional)

Hostname or fully qualified domain name (FQDN) of the bus controller.

If an empty string is specified for this parameter, the configured hostname of the bus controller is entered
in the certificate.

Note: If the complete fully qualified domain name is not specified for this parameter, an error message is
returned each time a new connection is established that states that the hostname does not match. The
connection is established anyway.

IncludelPAddress

Specifies whether an IP address should be entered in the certificate.

Entering the IP address is necessary if the IP address is statically assigned and clients access the bus
controller via the IP address (for example, via URL opc.tcp://192.168.1.1:4840).

If the IP address is obtained via DHCP server, it does not make sense to enter an IP address in the certificate
since it is assigned dynamically and therefore does not remain constant.

IP address (optional)

IP address that should be entered in the certificate.
If an empty string is specified here and IncludelPAddress is set, the configured IP address is entered in
the certificate.

Output arguments

ApplyChangesRequired

Indicates whether method Root/Objects/Server/ServerConfiguration/ApplyChanges can be executed to
apply the changes.

When the certificate has been successfully created, method Root/Objects/Server/ServerConfiguration/Ap-
plyChanges (3) must then be called in order to apply the changes.

Information:

Calling method ApplyChanges disconnects all connected clients. A new connection is only
possible when the new certificate is trusted.

Information:

Since private keys may be transferred for certificate management, the call is only possible
if there is an encrypted connection between the bus controller and OPC UA client.

X20BCO08T Data sheet V 1.42
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3.9 Real time with TSN and PubSub

The TSN configuration can be used in conjunction with the PubSub configuration to establish data exchange
in real time.

3.9.1 Limitations for real-time operation

» Multicast IP addresses must be used. Unicast IP addresses are only supported for best-effort traffic.
* Only 1real-time publisher and 1 real-time subscriber are supported.

3.9.2 Requirements

AS6.1.1.14

ARG6.1.1

OPC UA FX Technology Package 6.3.0

« Bus controller firmware 1.6.0

+ AS X20BCOO0S8T hardware upgrade 1.0.0.0

3.9.3 TSN configuration on the controller

In order to establish TSN communication with the bus controller, the TSN configuration must be established
on the controller.

For details, see "Communication = OPC UA FX - PubSub real-time communication between two TSN-capa-
ble network subscribers" in Automation Help. The following steps can be followed in this order:

1) Preparing the project

2) Configuring the TSN switch

3) Create certificate and SSL configuration configuration
4) Configuring PTP time synchronization

5) Configuring the system timer and task classes

6) Creating a publisher and subscriber program

7) Configuring the OPC UA client/server and default view
8) Generating the publisher configuration

9) 3.9.4 "PubSub configuration on the bus controller"

10) Creating a subscriber configuration

11) Compiling the project and checking PubSub communication

Notes regarding step 2 "Configuring a TSN switch"

It is important to note that the bus controller must be added to the hardware tree parallel to the switch
(see image) and its integrated switch must be configured.

The bus controller has an internal 3-port switch, with one port connected to the internal endpoint. The
other two ports are routed externally and can be used for daisy chaining. The internal port is configured
automatically, which means that only the two external ports are configurable in the configuration.

When configuring the real-time windows for the bus controller, it is important to note that no real-time
window is permitted to be configured on the switch at the time when the bus controller is transmitting
real-time frames.

The transmission time of the real-time frames is determined by PublishingOffset in the PubSub configura-
tion andis 0 in the default configuration. To ensure a sufficient time reserve, a window with offset O ps and
a size of 30 s should therefore be placed at the beginning of the cycle. A real-time window can then be
configured in which the buffered frames are exchanged between the switches.

The size of the real-time window depends on the amount of data that is transferred via the switch. Around
12.2 us can be assumed for a full frame with 1500 bytes. The real-time frames to be transferred are usually
much smaller, however.

A window can then be set up for the remaining traffic. For stable operation, a small window is required at
the end of the cycle that is open for all performance classes.

For additional information, see "Communication - OPC UA FX - TSN network configuration - TSN network
configuration in Automation Studio - Detailed information about the TSN network configuration".
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Physical View

ML | % X20BC00ST [Configuration] X |

e o lzfzo D

o~ 8 & @ & 4?":@
Name L... Position
W jf, BAPCZ2200_AL13_000
~ & ETH1 IF3
&, DACSTO52.1 5T1
“a [RZ0BC008T ] 573
& ETHZ IF4
+3 LSBT IF5
+ LUISB2 IF&
> EF SACCIFON.FPSC-000 SL1
]ﬂ- sL2
< >
aLogicaIView EdConfigurati...iaPhysicaIViewl—

Name
~ B x20BC008T
~ 45 Connection settings
B Authentication type
1 @ Username
v @ Password
v o5 Address settings
P Initial connection settings
VB Automatic address detection
v %5 Connection mode
1 @ P address
~ P Device configuration
> 5 Setstatic IP address
> 2§ Set hostname
5 TSN Switch settings
> % Pemistent configuration
v G5 Port 1
@ VLAN IDs
v ' Realtime windows
;9 Cycle time
v 7 Real time window 1
;Q Offset
1 @ Duration
@ Priority Code Points
v 5 Real time window 2
¢ @ Offset
y @ Duration
y @ Priority Code Points
v % Real time window 3
y @ Offset
y @ Duration
1 @ Priorty Code Points

v E”

e window 4

> 5 Poit2

Value

usemame & password
admin

IP address
192.168.1.50
off

off

no
manual configuration
1100

Unt  Description

400.000 e
30.080 s
70.080 s
5

100.160 e
280.000 s
057

390,160 s
19.840 s
7 ]

7

&

use Port 1 corfiguration

Notes regarding step 8 "Creating a publisher configuration"

In this step, it is important to note that the VLAN is enabled and the same VLAN ID has been used as in the
switch configurations. In addition, "isochronous" operating mode must be used so that PubSub handling
in Automation Studio takes place in real time.

Notes regarding 10 "Creating a subscriber configuration”

Before this step can be carried out, the publisher configuration must be built on the bus controller.
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3.9.4 PubSub configuration example

Configuring the publisher

Information:

Separate "Connections" should be created for the publisher and subscriber configura-
tion to avoid combining ReaderGroups and WriterGroups within one "Connection". Sharing
would severely limit the flexibility of the connection parameters.

Requirements

The following conditions are required to make a PubSub configuration with UaExpert:

24

Installation of UaExpert version 1.7.1 or later

A valid license. This can be obtained from Unified Automation. Alternatively, the tool at https://
github.com/br-automation-com/RnCommTest-Windows can also be used.

A connection to the bus controller has been established with UaExpert.

The modules present on the X2X Link network have already been configured (see 6.2.1 "X2X Link com-
missioning").

All modules are displaying a constantly lit green LED status indicator.

Information:

For documentation of the PubSub configurationin UaExpert, see "Help - UaExpert Man-
ual - Index - PubSub Config View".

An explanation of a configuration field in UaExpert can be displayed by placing the mouse pointer over

1t.
|, e — Attribut

B Connection settings ? P DataSet Writer
General
MName |C0nnecti0n_1 |
Enabled
Publisher ID UInt1s
Transport Facet UDF [ UADP
Address cp-:ﬁdp:_:_.-'zw.n T DataSet Reader

Add Network Interf; : -
Aot s it |— The network address used by the connection

Url syntax: opc.udp://<host>[:<port=>]

The host is either an IP address or a registered name like a hostname or domain name.

IP addresses can be unicast, multicast or broadcast addresses.
S

[] Expert Mode

oK Cancel
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3.9.4.1 Configuring the bus controller as a publisher with UaExpert

Generating and retrieving the default publisher
® Call method CreateDefaultConfiguration at the bus controller under Root/Objects/Server/PublishSub-
scribe.

This creates a default configuration for PubSub that significantly reduces and simplifies the configuration
effort. It contains valid values for all essential parameters, and all input process data of the configured 1/0
modules is already added to the publisher configuration.

v ¢ PublishSubscribe
‘% AddConnection
: I ‘@ CreateDefaultConfiguration I
» o Diagnostics
% GetSecurityGroup
@ GetSecurityKeys
o PubSubBinary
> [ PublishedDataSets
‘% RemoveConnection
[ SecurityGroups
oo Status
# SupportedTransportProfiles

® Click on Add in the shortcut menu of Documents in the UaExpert project window. A dialog box opens.
Select document type PubSub Config View in this dialog box and confirm by clicking on Add.

Project F X
: B 2dd Document (| p s
v [ Project
vl e Document T
‘ u -
2 BC1 e
v [l Documents PubSub Config View b
jdd...
B Data Acc Description:
Document for creating and madifying PubSub

Address Space g X cenfgurations.
4 | No Highlight -
=) Root
v 3 Objects License Type: Runtime License
> I Aliases
o DeviceSet

@ DeviceTopology
e MNetworkSet
B Camear

There are no functional limitations.

Add Cancel

® Upload the generated default publisher configuration file. This is done by selecting folder Configurations
under PubSub Config View and clicking the upload arrow.

Project 8 X | Data Access View (%]
v [ Project
v [1 Servers ) Configurations +|0B x|t —
12, X20BCDDST £ Security T2y X20BCODBT* P |i| 2,
v [A Documents v ) UDP Multicast
3 Data Access View # < Double click to Add UDP Multicast Group »
3 PubSub Config View ~ |2 UDP Unicast
4 < Double click to Add UDP Port >
v @ marr
¢ < Double click to Add MOTT Broker »
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Adjusting the parameters
Only the parameters described here should be adjusted if necessary.

® Destination IP address

The destination IP address is defined during network planning and is part of a UDP multicast group in
UaExpert. Publishers and their subscribers must be in the same multicast group.

opc.udp://<Destination IP address>:<Port>

Data Access View PubSub Config View Q
I Configurations ”~ opc.udp://239.0.0. 24840 I
= Security Publisher to Subscriber relations
v 3 UDP Multicast ) x20BCO0O08T

v |# UDP 229.0.0.1 Port 4340 |

~ [ X20BCODST
[+ IF1.5T1_X20P59400
[ IF1.5T2_¥20D19371
> IF1.5T3_X20009322 Subscriber to Publisher relations
& < Add DataSet Writer » 7 xo0BCDOET
# < Add DataSet Reader > .

& < Add UA Application >
@ < Double click to Add UDP Multicast Group >
~ ) UDP Unicast

Sk, Dlmedul [ A S B 1Y 5 T BT

Metwork View Configuration View Cancel

Information:

When connecting to a TSN stream, it is important to ensure that a multicast IP address is
used that matches the multicast DMAC (destination MAC address).
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® Publisher ID
The publisher ID must be unique in the network, i.e. it is only permitted to exist once for a publisher.

Data Access View PubSub Config View O | Attributes
| &
[ Configurations ~ X20BC003T | B I Attribute
= Security Subscribers receiving from this application DataSet Writer ~ MNodeld
~ () UDP Multicast Blagy
~ & DP 239.0.0.2 Port 4340 . Connection settings ? ¥ oon
v |2 xeoBcooeT | i
[= IF1.5T1_X20P53400 General :
& IF1.5T2_X20018371 L] Mame |Connecﬁon_‘1 | i
- =
[ IF1.5T3_X20009322 - oA ] it
@ < Add DataSet Writer » i e 5 | |
R
# < Add DataSet Reader » HRIsnEr 1 |
d < Add UA Application > Transport Facet UDP fUADP
& < Double click to Add UDP Multicast Group » Address opc.udp:/f239.0.0.2:4840 |
~ |2} UDP Unicast i
o e v Address Metwork Interface
b o Donble clicl to Add LIND Do .
Metwork View  Configuration View [] Expert Mode
Information:

The publisher ID of the default publisher is derived from the last two positions of the bus
controller IP address and thus unique in the network for small networks. It therefore does
not necessarily have to be changed.

Information:
The PublisherID only supports data type UINT16.
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® Publishing interval

The publishing interval (in milliseconds) defines the period with which the DataSet is updated (i.e. sent) and
is defined within a WriterGroup. This means that a change to DataSetWriter also affects other DataSetWrit-
ers in a WriterGroup. These cannot be adjusted individually.

Data Access View PubSub Config View [x]
= Configurations Published Dataset
o] Security o |IF1.5T2_X20DI9371 WriterGroup_1 | 2ms | UADP-PeriodicFixed v (4]
v [ UDP Multicast # Field Name Data Type Published Variable Nodeld 5
v & UDP 239.00.1 Port 4840 0 IF1.5T2.Channels@Digitallnput0] Boolean  ns=4:s=IF1.5T2.Channels@Digitallnputd1
v [ X20BCO0BT* T | B DataSet Writer Settings ? X D‘igitallnputﬁ?_
[= IF1.5T1_X20P53400 2 Digitallnput03
|B IF1.512 x20D10371 | i Writer Group. |} Dataset Woites gfgfta::npuﬁ
[ IF1.5T3_X20D09322 gatenpu
& = . 5 Group selection Digitallnput0e
< Add DataSet Writer > 6 . : — Digitallnput07
@ < Add DataSet Reader > 7 Available Groups | WriterGroup_1 | 2ms | UADP-Periodic-Fixed Digitallnput0g
4 < Add UA Application > 8 Add new Group Digitallnput0d
& < Double click to Add UDP Multicast Group > 8 Digitallnput10
= - 10 Digitallnput11
v [ UDP Unicast 9 P
: 1 General Digitallnput12
& < Double click to Add UDP Port >
G D MQTT Mame |‘|".|'riherGroup_1 |
% < Double click to Add MQTT Broker » Enabled
<4 Security Mode MNone w 2
Max Network Message Size |14DD . |
Metwork View Configuration View Writer Group ID 1 - Cancel
Publishing Interval 2,00 = 3
Keep Alive Time 5,00 2 |
Message Header Layout UADP-Periodic-Fixed w
[ Expert Mode

Information:

When the default configuration is generated, the X2X cycle time is used as the publishing
interval.
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® VLAN parameters (optional)

These parameters are defined in field Address network interface in Connection settings. They are used in
the publisher context to bind a publisher to a TSN stream as a talker or to tag the publisher datagram with
a VLAN tag.

The following VLAN parameters can be used:

- VLAN ID: "/VID=<VLAN ID>"
- Priority code point (PCP): "/VP=<PCP>"
- Source IP address:V "/VIP=<Source IP address>"

1) Optional parameter. If specified, this parameter is used as the source IP address for the publisher datagram. If not specified, the bus controller
host IP address is used.
The subnet mask is also optional and corresponds to the value "32" if not specified. 2 variants of this parameter are possible: "/VIP=<Source IP
address>" or "/VIP=<Source IP address>/<Subnet mask>".

Data Access View PubSub Config View O | Attributes
Ol B
o Configurations ~ X20BCOOST | B I Attribute
= Security Subscribers receiving from this application DataSet Writer ~ MNodeld
v () UDP Multicast Blagy
~ & DP 239.0.0.2 Port 4340 . Connection settings ? ¥ oon
v |2 xa08Co08T | i
[= IF1.5T1_X20P59400 General ;
B IF1.5T2_X20D19371 L8 Mame |Cnnnecti0n_1 | i
- =
[ IF1.5T3_X20000322 ; Enabled ] t
@ < Add DataSet Writer » - |
Pubili ID UIntls =~ | |306
# < Add DataSet Reader » HRInEr " |
@ < Add UA Application » Transport Facet LUDP fUADP
4 < Double click to Add UDP Multicast Group > Address opc.udp:/f239.0.0.2:4840
v [E) UDP Unicast - i
S ey mrren s v| ||  AddressNetwark Interface || TSN VID=1100 V=6 I
Netwaork View Configuration View [] Expert Mode
Information:
TSN parameters /TSN /VID and /VP must be specified for the publisher to function in real
time.
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Transferring the configuration to the bus controller

® Select folder Configurations in PubSub Config View and click on the download arrow.
In addition, a local backup copy should be saved by right-clicking on the bus controller - Export configuration

to file.

Information:

The backup copy is not only used for backup, but also as a reference file for the subscriber
configuration of another server and can be imported into Automation Studio, for example.

Data Access View PubSub Canfig View 0
IE.'_I Configurations I + 0B X2
2 Security {2y X20BCOOST* v |2] 2 a |
v [0 UDP Multicast IB Export configuration to file I
B B i $8  Clearserver cenfiguration

v B x20BCOODRT* o
[= IF1.5T1_X20PS9400 :
[ IF1.5T2_%20D19371
> IF1.5T3_%20D009322
& < Add DataSet Writer »
# < Add DataSet Reader >
@ < Add UA Application »
& < Double click to Add UDP Multicast Gr...
v I3 UDP Unicast
Gii < Double click to Add UDP Port >
v D mar
# < Double click to Add MCTT Broker >

Clear server configuration and replace with this configuration

Remowve

Metwork View Configuration View

The bus controller sends publisher datagrams periodically after the configuration has been transferred.
3.9.4.2 Configuring the bus controller as a subscriber with UaExpert

Referencing a publisher for the subscriber configuration

® If a configuration already exists on the bus controller, it must be loaded beforehand; otherwise, it will be
overwritten empty during the next configuration transfer. To do this, select folder Configurations in PubSub
Config View and click on the upload arrow.

Project 8 X | Data Access View (%]
v [ Project
hd ﬂ Servers [} Configurations P B = “_':] 2 Pa—
(b X20BCODET = Security Q.? K20BCO0ST* + Iil R,
v [A Documents v ) UDP Multicast
3 Data Access View 4 < Double click to Add UDP Multicast Group >
3 PubSub Config View v [ UDP Unicast
# < Double click to Add UDP Port »
v O marr
# < Double click to Add MQTT Broker >
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® Select folder Configurations folder to load the configuration. Select the local ".uabinary" file or load the
configuration from another server by clicking on the upload arrow.

Information:

For details about creating a ".uabinary" file, see "Communication » OPC UA FX - PubSub
real-time communication between two TSN-capable network subscribers - Getting start-
ed - Generating the publisher configuration" in Automation Help.

Data Access View PubSub Config View [x]
IEZI Configurations I &[0 Blxz
2 Security AsExpd‘rt.uaI:linar}r B 2
~ I3 UDP Multicast 2y X208C008T Sy )

v & UDP 239.0.0.1 Port 4840
b AsExport.uabinary
[= DataSetWriter 1
4k < Add DataSet Writer >
¢ < Add DataSet Reader >
~ B x20BC008T
[ IF1.5T1_%20P59400
> IF1.5T2_%20019371
[> IF1.5T3_%200009322
dp < Add DataSet Writer >
dp < Add DataSet Reader >
# < Add UA Application >
v & UDP 239.0.0.2 Port 4840
b AsExport.uabinary
db < Add DataSet Writer »
4 < Add DataSet Reader >
< Add UA Application >
4 < Double click to Add UDP Multicast Group »
~ [2) UDP Unicast
4F < Double click to Add UDP Port >
v I marT
4 < Double click to Add MCTT Broker >
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® Create a new DataSetReader for the bus controller connection by clicking "+" and select a "DataSetWriter"
as a reference in dialog box "Select published DataSet".

If the publisher whose data should be imported is located in a different connection, i.e. with a different IP
address, the bus controller must be added as a UA application to the respective connection.

Data Access View PubSub Config View

= Configurations
= Security
v ) UDP Multicast
v & UDP 239.0.0.1 Port 4840
v AsExport.uabinary
[ DataSet\Writer 1
& < Add DataSet Writer »
& < Add DataSet Reader >
~ [ X20BCODST*
< Add DataSet Writer >
< Add DataSet Reader >

# < Add UA Application » B Select Published Dat.. 7 *
v &2 UDP 239.0.0.2 Port 4840
A AsExport.uabinary Select the published DataSet to subscribe for:
4 < Add DataSet Writer > I AsExport.uahinary  DataSetWriter 1 e
# < Add DataSet Reader > Cancel
v  X20BCO0ST*

[> IF1.5T1_X20P59400

[= IF1.5T2_X20D19371

[> IF1.5T3_x20009322

& < Add DataSet Writer »
& < Add DataSet Reader »

® Perform the following steps to link the module data points to publisher data:

1) Change the view by clicking on "Hide all dock widgets".

2) Select DataSetReader. This adds the "Address space view" of the associated server to the view.

3) Navigate to the node that should be linked to the publisher data, e.g. Root/Objects/De-
viceSet/X20BCO08T/X2X IF1/SubDevices/ST0O03/X20D09322/ProcessData/DigitalOutput02 and drag
the node to the desired target variable Nodeld. Only one data point can be assigned in this example.
If necessary, assign further nodes one after the other.

B Unified Automation UsExpert - The OPC Unified Architecture Client - pubSubT* - [m] X

File View Server Document Settings Help

DZBBEB +=-x% 2 e O]

Data Access View PubSub Config View o
B3 Configurations 7 DataSet subscribed from [ AsExport.uabinary ] [ DataSetwriter 1] =D status "
v & X2XIF1
=] Security # |Reader_1 |TargetVariab\es ¥ *a A

- 2 Cenfiguration
~ () UDP Mutticast # Field Name Data Type Target Variable Nodeld Override Value Handl D Status
v € UDP 239.0.0.1 Port 4840 0

upub_proces:pub4000  Boolean v & SubDevices

~ [E] AsExport.usbinary
[ DataSetWriter 1
4 < Add DataSet Writer >
4 < Add DataSet Reader >
~v @ x20BC008T"
< Add DataSet Writer >
% < Add DataSet Reader >
4 < Add UA Application >
~ &3 UDP 239.0.0.2 Port 4340
~ [g] AsExport.usbinary
4 < Add DataSet Writer >
4 < Add DataSet Reader >
v @ x208C008T*
[> IF1.5T1_X20P58400
[ IF1.5T2_X20D19371
[ IF1.5T3_X20009322

Network View Configuration View

Byte [4]

0 Boolean

Ulnt32

Boolean | ns=4s=IF1.5T3.Channels@DigitalOutputd] Last usable value |

Boolean »,

Boolean
Boolean
Boolean
Boolean
Boolean
Boolean

Cancel

& ST0O1 | X20P59400
& 57002 | X20D19371
v g 5TDO03 | X20D09322
I ConfigChannels
= Configuration
@ DeviceManual
@ DeviceRevision
# HardwareRevision

@ LockedStationNumber

£ @ Manufacturer
5 @ Model
., @ ModulelD
., ParameterSet

@ DigitalOutput02

4@ DigitalOutput03
@ DigitalOutputdd
‘@ DigitalOutput05
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® Message receive timeout

The message receive timeout can be set for each DataSet Reader in the respective configuration. This is
important in the event that the network connection or respective publisher is lost. All outputs are reset
after the message receive timeout has expired.

DataSet subscribed from [ AsExport.uabinary ] [ DataSetiriter 1]

4 |Reader_1 |Target Variables VI N I '}
Field Mame Data Type Target Variable Nodeld  Override Value Handling
0"::pub_proces:pubd000 Boolean
1 upub_procespubArray Byte [4] | [l DataSet Reader Settings ? >
2 upub_proces:pubd00  Boolean
3 upub_proces:pubUdint Ulnt32 DataSet Reader Reader Group
4 upub_procesout_0 Boolean
5 upub_procesiout_1 Boolean General
. S 5
E ipub_procesiout_2 Boolean Name |Reader_1
7 upub_procesiout_3 Boolean
& :pub_procesiout 4 Boolean Enabled
9 upub_procesiout 3 Boolean Publisher ID UInt1s 1
10 ::pub_proces:out 6 Boolean ) =
- WriterGroup ID 1 -
11 2:pub_proces:out_7 Boolean
DataSet Writer ID 1 E
Security Mode MNone
I Message Receive Timeout |8,00 = |I
[] Expert Mode Add Transport Settings
Cancel
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® VLAN parameters (optional)

These parameters are defined in field Address network interface in dialog box "Connection settings". They
are used in the subscriber context to bind a subscriber toa TSN stream as alistener or toreceive a subscriber
datagram with VLAN tag.

The following VLAN parameters can be used:

- VLAN ID: "/VID=<VLAN ID>"

- Priority code point (PCP): "/VP=<PCP>"

- Source IP address: "/VIP=<Source IP address>"
Information:

Parameters /VP and /VIP are only applied to a possibly included publisher.

Information:

TSN parameters /TSN /VID and /VP must be specified in order to use the subscriber in real
time.

Data Access View PubSub Config View

[ Configurations }(2IJB'CDIJST H
© Security Subscribers receiving from this application
v [ UDP Multicast %
v &3 UDP 238.0.0.1 Port 4840
v AsExport.uabinary
[ DataSetWriter 1
% < Add DataSet Writer =
4P < Add DataSet Reader > Name |Connecﬁon_3 |

v| @ xz0BCD0ST Enabled
4 < Add DataSet Writer > publisher 1D UIntis v

=] Reader 1
Transport Facet UDP [ UADP
& < Add DataSet Reader >

@ < AddUA Application » Address opc.udp:/f239.0.0.1:4840 E
v &3 UDP 239.0.0.2 Port 4340 Publisherssend|  Address Network Interface | /TSN VID=1100 /VP=6 I
v AsExport.uabinary v [ AsExpol
& < Add DataSet Writer » DataSety L ExpertMode
& < Add DataSet Reader >
v [ X20BC008T*
G+ IF1.5T1_X20P59400
C* IF1.5T2_X20D19371
[+ IF15T3_420009322
4 < Add DataSet Writer » —
& < Add DataSet Reader >
& < Add UA Application >

>

B Connection settings ? X

General
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Transferring the configuration to the bus controller

Getting started

® Select folder Configurations in PubSub Config View and click on the download arrow.
In addition, save a local backup copy by right-clicking on the bus controller / "Export configuration to file".

File View Server Document Settings

leBPBO # =

Data Access View PubSub Canfig View

X o po

' Unified Autormnation UaExpert - The OPC Unified Architecture Client - pubSub1*

IE:I Configurations I
3D Security
v (3 UDP Multicast
v & UDP 230.0.0.1 Port 4840
M AsExport.uabinary
[ DataSetWriter 1
P < Add DataSet Writer >
4k < Add DataSet Reader »
v ) x20BC008T*
& < Add DataSet Writer >
-] Reader 1
&k < Add DataSet Reader >
P < Add UA Application »
v & UDP 239.0.0.2 Port 4840
W AsExport.uabinary
& < Add DataSet Writer »
& < Add DataSet Reader >
v ) x20BC0DAT*
[ IF1.5T1_X20P59400
[ IF1.5T2_%20019371
[ IF1.5T3_%20009322
& < Add DataSet Writer >
< Add DataSet Reader >
< Add UA Application >

4 < Double click to Add UDP Multicast Group >

- a >
K |
Q
AR Z IS
AsExport.uabinary W =) %
{3 X208CO0BT* & E x =
.."I [ Export configuration tom

$8  Clear server configuration

&) Clear server configuration and replace with this ct

= Remove

Metwork: View Configuration View

Changes to the publisher data should now also affect the linked X2X modules.
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3.9.4.3 Configuring communication between the bus controller and B&R controller

3.9.4.3.1 Process variable image in Automation Studio

An online connection between the bus controller and controller as well as an already created Automation

Studio project are required for this example.

To obtain an image of the module data points that can be communicated with, variables with corresponding
data types can be generated for Automation Studio on the bus controller. After successfully configuring
the modules and executing method CreateDefaultConfiguration, reading can take place via object Root/
Obijects/Server/PublishSubscribe/DefaultPublisher. This contains a suggestion for variables in Automation
Studio that can be linked to Automation Studio via PubSub.

® Read object DefaultPublisher and save it as a ZIP file by right-clicking on Read to local file.

Address Space & X Data Access Vi

4% No Highlight -

& Root ~ 2 Cont

v O Objects v D UDP
> Aliases v@c
o DeviceSet v

o DeviceTopology
ve NetworkSet
v e Server
@ AT
Tt
@& Namespaces e
v & PublishSubscribe
‘@ AddConnection
@ CreateDefaultConfiguration
er

¥+ Rebrowse i
![E Read to local file... | i

o Diagnostics

Project r 2 ;
Address Space e [E Write from local file..

® Open the saved ZIP file and open file "default.var" it contains with a text editor.

Example of file "default.var"

VAR
(* output channels *)
ST2 DigitalOutputOl : BOOL;
ST2 DigitalOutput02 : BOOL;
ST2 DigitalOutput03 : BOOL;
ST2 DigitalOutput04 : BOOL;
ST2 DigitalOutput05 : BOOL;
ST2 DigitalOutput06 : BOOL;
(* input channels *)
ST1 StatusInput0l : BOOL;
ST1 StatusInput02 : BOOL;
ST2 StatusDigitalOutputOl : BOOL;
ST2 StatusDigitalOutput02 : BOOL;
ST2_ StatusDigitalOutput03 : BOOL;
ST2 StatusDigitalOutput04 : BOOL;
ST2 StatusDigitalOutput05 : BOOL;
ST2_ StatusDigitalOutput06 : BOOL;
ST3 AnalogInput0l : INT;
ST3 AnalogInput02 : INT;
ST3_StatusInput0l : BYTE;

END_VAR
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1) Create a program in Automation Studio. (e.g. BcloXchange)
2) Open the variable declaration by right-clicking Open — Open as text.
3) Copy the content of file "default.var" opened in the text editor, paste it in the variable declaration and

Getting started

® Perform the following steps to add the contents of file "default.var" in Automation Studio:

save it.
Logical View
G; _j fg "EJ‘B *} L o Ny Ly Qﬁ
ObjectName Description
= ) ETALOpcUaFx

% Globaltyp Global data types *
# Globalvar Global variables o
Libraries Global libraries .

Cyclic cpdé
Init cgee
I;xit‘code

sLocal data types

riables.

2 Open
Open with Explorer

var

ghE = o

(LL1]
i

\gcloXChange::Variables.var [Variable Declaration]

VAR
{* output channels

(* input channels #*
5T1_StatusInputll :
S5T1_StatusInputl2 :

Open As Text
Open As Table

*]
3 5Tz DigitalOutputol :
5T2_DigitalCutputl2 :
5T2 DigitalCutputl3 :
5T2_DigitalCutput04 :
5T2 DigitalCutputls :
5T2_DigitalCutputlé :

L N PRI TP . WA N1_. BAAT .

Information:

For details about making variables available via OPC UA, see "Communication - OPC
UA FX - PubSub real-time communication between two TSN-capable network sub-
scribers - Getting started - Configuring the OPC UA client/server and default view"

in Automation Help.
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3.9.4.3.2 Bus controller transmitting to the controller

3.9.4.3.2.1 UaExpert configuration for the bus controller

Configure the bus controller publisher and save the configuration file (.uabinary) (see 3.9.4.1 "Configuring
the bus controller as a publisher with UaExpert").

3.9.4.3.2.2 Automation Studio configuration for the controller

Make variables accessible via OPC UA and create the PubSub configuration (see 3.9.4.3.1 "Process variable

image in Automation Studio").

Configuring the subscriber

® After right-clicking on the existing WriterGroup or a free area in the window, the saved PubSub configura-
tion file of the bus controller can be selected using "Import all datasets for all connections *.uabinary" and

imported into Automation Studio.

= =

> cﬁ Hardware hwl
v 5APC2200_AL18_000

Cw v v v
=3
=
o
!
5
3

B

ﬂ Connectivity

A 'ﬁ] CpelaCs

;&' UaCsConfig uacfg

_;:¥ UaDvCorfiguadcfg
g‘;( OpeclaCeMap uad

pcllaFx

<
o

>
>
>
@l
>
>

Unit System
AccessAndSecurity
[a UserRole System
E] Certificate Store
:ﬁ.] Transport LayerSecurity
> % Config sslcfg

> @ Firgwall

Ej mappControl

E:l mapp Motion

mappServices

[ mappSafety

G mappView

) mappMision

E] mappCockpit
| Hardware jpg

Text System
o

Y BB

C\ pub_processdata:Main.c [Ansi C] |’¢ UaPubSub.uaPubSub [Publisher and Subscriber Configuration] > l 3

“w e dplfzod

Configuration Batch »

2\ PTP,
=71 [UaPubSub uaPub Sub | -

Current "sapubsub’ element: |Writer 1

Mame

..

Value Un

*] Import all datasets for all connections from *.uabinary
o @ Ner : ; =l
! Export all published datasets for all connections to *.uabina
v B A p P sy
9 Add "UaPub5ub” Element
1] Add Mew Dynamic Node
~
= Cut
VoEER Ade Copy
= @ Paste
> b Wi
> = Re Delete
Rename
Move Up
Move Down

Expand/Collapse

Restore Default Value

Enable
Disable

Show Source
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e After double-clicking on DataSet field, select the desired variable in the dialog box. After confirming the
selection, the variable is added to PubSubConnection. Repeat this step for additional variables.

and Subscriber Configuration]* X ;,“ SAPCZ2200_AL18_000 [Software]

-- # WriterGroups
By ReaderGroups

@ Name

-4 ReaderGroup 1

=y DataSetReaders

' DataSetReader 1
% DataSetReader2
By DataSetReader 3

*‘.UaP bSut PubSub [Publist
e ¢ ¢ 32 ;0%
Current 'uapubsub’ element: |PubSubConnection
Name Value
= !?., PubSubConnection
+- @ PublisherID 1
-y @ Network interface IF3
E!.,_‘E‘ Address opec.udp:(/239.0.0.1:4840
i - @ IPaddress 239001

ReaderGroup 1

- @ Name DataSetReader3
B+ 25 SubscribedDataSet
sy @ Name IF1.5T3.X20A12222

B % DataSetfield 1

g @ DataSetfield IF1.8T3.%20A12222 Channels@Analoginput01

@ Targetvariable

B & DataSetfield 2

g ® DataSetfield IF1.5T3.X20A12222. Channels@Analoginputl2

Unit

Description

The publisher ID is only relevantwithin a PubSub connection. This ID is referer
Ethemetinterface used for communication

[=]

gy Select OpcUa variable.

Datatype filter Address Space Data T
B § DefaultView
E- 8 <Default>
# ST3 4 I t01
L @ ST3_Analoglnput02
u"‘.-
.

® Adjust the subscriber IP address to publisher. For the publisher IP address, see "Adjusting the parameters”

on page 26.

® Adjust VLAN (optional).

The VLAN parameters are not part of the imported ".uabinary" file configuration and can therefore be mod-
ified afterwards.

1) Select "On" for parameter Activate VLAN.
2) Adjust the VLAN parameters.

i ;‘.. PubSubConnection_1
@ Publisher ID 1
LG Nefwork inteface IE3
v 5 Activate VLAN on
@ VLAMID 1100
1 @ Operating mode isochronous
hd E’ Priorty Code Paint (PCP) assignment automatic
@ Priority Code Pairt (PCP) [
V=8 Address opc.udp/£359.0.0.2 4841
v @ P address 233002
> P WrterGroups
~ 45 ReaderGroups
v 75 ReaderGroup 1
1 @ Name WriterGroup _1
~ 5 DataSetReaders
~r =7 I TR Y o R S |

Information:

Parameter Priority code point is applied only to contained publishers.

Information:

The VLAN configuration must always be carried out if real-time communication is required.

® Save the configuration and transfer it to the controller.
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3.9.4.3.2.3 Check the communication.

Modification of the data on the bus controller should now also be visible on the corresponding variable
value of the controller. The variable values can be made visible in Automation Studio under "Logical View
- Task (right-click) » Open - Watch".

3.9.4.3.3 Controller transmitting to the bus controller

3.9.4.3.3.1 Automation Studio configuration for the controller

Make variables accessible via OPC UA and create the PubSub configuration (see 3.9.4.3.1 "Process variable
image in Automation Studio").

For information about adding the PublisherConnection, see OPC UA FX"Communication - OPC UA FX" in
Automation Help.
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Firmware update via OPC UA

4 Firmware update via OPC UA

The firmware update function can be used to update the firmware of the bus controller to any version via
OPC UA. During this, it is ensured that firmware capable of communication is always loaded even in the
event of a power failure or interruption of the transfer.

The update mechanism is based on specification "OPC 10000-100 - UA Specification Part 100 - Devices
1.03.0" and uses option "Cached-Loading", where the firmware file is first loaded to the server and installed
in a second step. As a last step, the installed firmware must be enabled.

A UaExpert client that supports the following OPC UA types is required to perform a firmware update:

* FileType
» TemporaryFileTransferType
» OptionSet

For detailed information about how to perform the firmware update with UaExpert, see section 4.1 "Per-
forming an update".

For a detailed description of the structure of the firmware update object, see 11.1.2 " Firmware update".

4.1 Performing an update

All required methods and status information for the firmware update are located under Root/Ob-
jects/DeviceSet/X20BCO08T/FirmwareUpdate. In addition, method "Reboot" under Root/Objects/De-
viceSet/X20BC0O08T/Configuration/Control/Reboot is needed.

A firmware update can easily be performed with UaExpert. The following steps are required for this:

® Preparation
Download the desired firmware update file from the B&R website (https://www.br-automation.com) and
unpack it.

® Transfer

After a connection to the bus controller has been established, right-click on Write from local file in ob-
ject Root/Objects/DeviceSet/X20BC0O08T/FirmwareUpdate/Loading/FileTransfer and select the unpacked
firmware update file (.fw).

v g X20BCO0ST
) Cenfiguration
¥ DeviceManual
@ DeviceRevision
v @ FirmwarelUpdate
¢ DefaultinstanceBrowseMame
e Installation
v @@ Loading
o CurrentVersion
2 ErrorMessage
¥ FileTransfer
% GetlUpdateBeh
o PendingVersio i Read to local file...
@ PowerCycle [&l  Write from logal file...
@ UpdateStatus E}
¥ HardwareRevision

4 Rebrowse

® The selected file is transferred to the bus controller by UaExpert. The file to be installed can be checked by
calling method Root/Objects/DeviceSet/X20BCO08T/FirmwareUpdate/Loading/PendingVersion/Softwar-
eRevision. This must match the file that has just been transferred and can be determined via the last part
of the filename:
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« <Order number>*V<SoftwareRevision>.zip
Example
X20BCOO8T_FIRMWARE_V1.0.0.zip — corresponds to SoftwareRevision = 1.0.0.

® Installation
Right-click on Callin object Root/Objects/DeviceSet/X20BC0O08T/FirmwareUpdate/Installation/InstallSoft-
warePackage and enter the required parameters. These include:

— ManufacturerURI: "https://www.br-automation.com"
- SoftwareRevision: According to the example above

# DeviceRevizion . Call InstallSoftwarePackage on Installation ? X
“ @iy FirmwareUpdate
W DefaultinstanceBrowseName 7
- -x' Installation Name value DataType Description
@0 CurrentState ManufacturerUri || https: /fwww. br-automation.com |- | [Load fie... | string

=% InstallSoftwarePackage SoftwareRavision|  1.1.2 ||~ | [toad fie... | string

@@ PercentComplete

"+ Rebrowse
PatchIdentifiers ‘{} «u | String

¥ Resume » Call...& Hash \ | [...] [Load fie... | ByteString
oa Loading
o PowerCycle
@ UpdateStatus
@ HarrdwareRevisinn Close

Complete the installation by clicking Call and wait until the installation is completed. The status of a suc-
cessful installation can be checked using the following parameters:

— Parameter Root/Obijects/DeviceSet/X20BCO08T/FirmwareUpdate/Installation/CurrentState shows
"Installing".

— Parameter Root/Objects/DeviceSet/X20BC0O08T/FirmwareUpdate/PowerCycle/CurrentState shows
"WaitingForPowerCycle".

Both parameters must display the described value. Alternatively, parameter Root/Objects/De-
viceSet/X20BC0O08T/FirmwareUpdate/UpdateStatus can be evaluated. This should contain value "[INFQ]
Installation successful, reboot required".

~ & FirmwareUpdate
¢ DefaultinstanceBrowseMame
v % Installation
¥ InstallSoftwarePackage
@ PercentComplete
% Resume
o Loading

v o Power |
@ CurrentState
@ UpdateStatus
Information:

Firmware installation can take up to one minute.

The subsequent restart is only permitted to be performed when parameter Root/Ob-
jects/DeviceSet/X20BC0O08T/PowerCycle/CurrentState indicates status "WaitingForPower-
Cycle". Otherwise, the firmware update is aborted and the device reboots with the old ver-
sion.
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® Restart and check

Perform a restart. This can be done by calling method Root/Objects/DeviceSet/X20BCO08T/Configura-
tion/Control/Reboot (see 6.1.1 "Methods for bus controller configuration") or by switching the power sup-
ply off and on.

Whether the firmware updates were enabled successfully can be checked after a restart. This is
done by reading node Root/Objects/DeviceSet/X20BC0O08T/Loading/CurrentVersion/SoftwareRevision.
The firmware version displayed must be identical to the software revision of the firmware update ZIP file.

v & FirmwareUpdate
@ DefaultinstanceBrowseName
o Installation
v & Loading
v i CurrentVersion
v Manufacturer
¢ ManufacturerUri
| ¢ SoftwareRevision |
@ ErrorMessage

® Error handling
If a serious error occurs during the firmware update, it must be reset since no further firmware update is
possible in the error state. This can be done in the following ways:

« Acknowledging the error using method Root/Objects/DeviceSet/X20BC008T/FirmwareUpdate/Instal-
lation/Resume

» Resetting the error state with a restart. This will reload the original firmware.

The failed firmware update is properly aborted and ended by either method.
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5 Features/Functionality

5.1 Supported modules

Information:

The modules listed only apply to the bus controller starting with version 1.4.6.
Customized or already discontinued modules were not taken into account.

The bus controller supports modules from the following groups:
+  X20 modules

Modules not yet supported
¢ X20BR7300, X20CM4810, X20MM4455, X20D0O4F49, X20DOF321, X20DIF372
¢ AllreACTION Technology modules

*  X20 coated modules

Modules not yet supported
°  X20cAT2311, X20cCM4810, X20cCMRO011, X20cDC2395, X20cD04332-1, X20cMM2436

«  X67 modules

Modules not yet supported
° X67DS838A.L12, X67DS838B.L12

+ All 4XPxxx keypad modules

« Al 80SDxxx ACOPOSmicro stepper motor modules

+ ACOPOSmicro power supply module 80PS080X3.10-01
* Motor starter module SFM1-Al11.1

Information:

Safety modules are not supported.
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Reading out the module list from the bus controller

The list of supported modules is constantly being expanded. The exact list can be read out from the bus
controller under Root/Objects/DeviceSet/X20BC008T/X2X IF1/SubDevices/SupportedTypes.

Address Space
7 | No Highlight
) Root
v 3 Objects
v @i DeviceSet
v gy X20BCO0ST

¥ Assetld
- @ @ apnentMa . .
f '=+inF_ ,‘/ |
(¥
# Revision. er

¥ SerialMumber
¥ SoftwareRevision
=) Status
v g K2R
[ Cenfiguraticn
= Status
v SubDevices
v ) SupportedTypes I
> % 4XPO0D0.D0-K2D

. 4¥PO000.00-K21
& AvDannn nn-kr22

5.2 Namespaces used

The following namespaces are used in the bus controller:

Index | Namespace URL Description
0 http://opcfoundation.org/UA/ Address space for types and objects defined in the OPC UA specification
1 http://br-automation.com/OpcUa/X20BCO08T/<Serial This namespace URL is the address space of the bus controller on which the OPC
number>/ UA server is running.

<Serial number> corresponds to the serial number of the bus controller.

2 http://opcfoundation.org/UA/DI/ Address space for types and objects defined in the OPC UA companion specifica-
tion for device integration (DI).

3 http://br-automation.com/OpcUa/BrDevice Basic information model for B&R field devices

4 http://br-automation.com/OpcUa/io-system Information model of the bus controller

The namespaces used can also be read out from the OPC UA information model:

"3 _RDDt > UserRolePermissions RolePermissionType Arrayl2]
v & Objects fccessRe 2 Bac alid
3 Aliases iyl
= B SourceTimestamp 12.07.2021 15:19:05.387
'% DeviceSet SourcePicoseconds 0
& DeviceTopolog}r ServerTimestamp 12.07.2021 15:19:05.387
ServerPicoseconds 0
& NetworkSet StatusCode Good (1:00000000)
i 33 Server ¥ Value String Array(5]
@ Auditing [o] http://opcfoundation.org/UA/
) Dicti ’ [11 http://br-automation.com/Opcla/X20BC0O08T/F6290168454/
IFtIDHEFIES [21 http://opcfoundation.org/UA/DI/
¥ EstimatedReturnTime [3] http://br-automation.com/OpcUa/BrDevice
‘9 GetMonitoredlterms —_— [41 :ttp:x'r'br-automatl0n.(omx’OpcUaa’BCa’\o-systema’
v Datalype tring
_" LocalTime Mamespacelndex 0
¥ NamespaceArray IdentifierType Numeric
&% Namespaces Identifier 12 [String]

ValueRank 1 (OneDimension)

S Duhlich@iherrihe
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5.3 Device information

Node Root/Objects/DeviceSet/X20BCO08T contains additional nodes that can be used to read out basic
information about the bus controller:

3 Root
v [ Objects
2 Aliases
v g DeviceSet
iy DeviceFeatures

v ke X20BCO0BT
i Configuration
¥ DeviceManual
¥ DeviceRevision
we Firmwarellpdate
¥ HardwareRevision
I Identification
¥ Manufacturer
¥ Model
wa ProcessData
¥ FRevisionCounter
¥ SerialMumber
¥ SoftwareRevision
D Status
o X IR

Node name

Description

DeviceManual

URL providing additional information about the module

DeviceRevision or
ProcessData/HardwareVariant

B&R hardware variant

HardwareRevision

Hardware revision of the bus controller

Manufacturer

Manufacturer of the bus controller

Model

Module ID

RevisionCounter

Reserved (always -1)

SerialNumber

Full serial number as a string

SoftwareRevision

Current software revision

Identification/ModulelD or
ProcessData/ModulelD

Numeric identification number of the module

ProcessData/SerialNumber

Serial number as a 32-bit integer
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5.4 Time synchronization and time domains

The bus controller has 2 independent clocks that can be synchronized with different time domains. This
ensures uniform time behavior of all network devices synchronized to the same time domain. Both the time
values and the frequencies of the clocks are thus coordinated with each other. This makes it possible to
precisely coordinate activities on various devices and include their timestamps in an exact time sequence.

Either the Network Time Protocol (NTP) or the IEEE 802.1AS-2020 profile of the Precision Time Protocol
(PTP) can be used for time synchronization on the bus controller.

The two clocks can be used as follows:
WallClock

WallClock corresponds to the classic system clock. It can be synchronized to the current UTC time via NTP
or PTP and used for logging timestamps or certificate validation, for example.

WorkingClock

WorkingClock is independent of UTC time and is mainly used to send TSN Ethernet frames in a time-accu-
rate manner. Compared to WallClock, WorkingClock ensures that there are no further jumps as time pro-
gresses after the first synchronization procedure (e.g. due to leap seconds as they occur with UTC time).
To ensure that TSN Ethernet frames are sent with sufficient accuracy, the requirements on synchronization
accuracy are much higher for WorkingClock. Only PTP is therefore available as a synchronization mode for
WorkingClock.

Information:

It is important to note that PTP time synchronization must be enabled on the bus controller
for each PTP time domain used by connected network devices. This is also necessary if the
bus controller does not use the corresponding domain itself.

5.5 Network management protocols

For advanced network management, the bus controller supports additional protocols that are automati-
cally enabled during startup.

5.5.1 Multiple Spanning Tree Protocol (MSTP)

This protocol is used to logically disconnect redundant connections on the network so that broadcast
frames cannot be transmitted multiple times in a circle, which would place an unnecessary load on the net-
work. A logical tree topology that prevents Ethernet frames from being forwarded on redundant paths is
created by exchanging configuration messages. In the case of MSTP, a separate logical tree is built for all
existing virtual local area networks (VLANS).

Since logical tree topologies can change dynamically on the network, they are not suitable for time-con-
trolled communication. It is therefore necessary to define network paths for time-controlled communica-
tion explicitly via a TSN configuration. This is done by configuring forwarding rules. These defined paths
are not affected by MSTP.

For detailed information about MSTP, see the IEEE 802.1Q standard. Configuration of the MSTP stack or
status queries can be carried out via NETCONF. For the configuration parameters and status values, see
the corresponding YANG model.

5.5.2 Link Layer Discovery Protocol (LLDP)

LLDP is used to exchange information about identity and supported functionality between neighboring
network devices. This information is collected individually for each port to which an LLDP-capable device
is connected.

For detailed information about LLDP, see the IEEE 802.1AB standard. The status can be queried via NET-
CONF using the associated YANG model. For diagnostic purposes, some of the status values are also stored
in the OPC UA information model (see also 7.1 "Port status").
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5.6 Integration in the IT network

When the bus controller starts up, the Multiple Spanning Tree Protocol (MSTP) stack is automatically started
(see 5.5.1 "Multiple Spanning Tree Protocol (MSTP)"). When this stack is executed, configuration messages
are exchanged between network devices, which are transferred using Bridge Protocol Data Unit (BPDU)
frames.

This configuration data can influence the logical topology of a network, which can result in undesired net-
work behavior, especially in the event of error or deliberate manipulation. To prevent such problems, many
commercially available switches support BPDU filters, which can be applied to individual ports. These filters
can either be used to discard BPDU packets or to block the port to which the originating device is connected.

When integrating the bus controller into an IT network, the specifications of IT administration must be ob-
served to prevent disruption (e.g. automatic exclusion of the port to which the bus controller is connected).
If no BPDU packets are permitted in the IT network, a BPDU filter should be set on the IT switch that serves
as access to the IT network for the bus controller in order to prevent corresponding packets from being
forwarded.

5.7 Integration in the TSN network
Up to software version 1.4.x, integration of the bus controller into a TSN network is only supported as an
end node (endpoint), i.e. only 1 Ethernet port is permitted to be used. In particular, forwarding datagrams

with a VLAN tag via both Ethernet ports is not supported. The bus controller should therefore be connected
directly to a TSN-capable switch.

5.8 Device properties

The ports of the bus controller, their names and TSN capability are listed in the following table.

Name in the OPC UA information model Internal ID (LLDP) TSN-capable
ETH1 swOp2 Yes
ETH2 swOp3 Yes

Information:

Internal names swOp1 and swOep are used for the internal port or the management port of
the bus controller. These have no reference to the external ports of the bus controller.

The following table shows the dimensioning of different properties of the bus controller. If not specified
otherwise, the specified values apply globally to the entire bus controller.

Property Value
Number of filtering database (FDB) entries 512
Maximum number of VIDs 64
Number of queues per port 8
Number of gate control list (GCL) entries per port 255
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6 Configuration

Configuration takes place by writing values to corresponding OPC UA variable nodes. These configuration
nodes are organized as hierarchical OPC UA objects, each grouping a specific functionality.

Written configuration values are not immediately applied. Changes within the respective object are saved
and applied only by calling method 6.1.1.1 "ApplyChanges".

Information:

The structure of the nodes in the information model may be subject to change. It is ensured
that the NodelDs do not change as aresult, however. If nodes are addressed automatically,
they should therefore be addressed via the NodelDs and not via the BrowseNames.
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6.1 Bus controller object

This object contains all data and methods of the bus controller application.

v D Objects
v g DeviceSet
v o X20BCO0BT

W Assetld
¥ ComponentMame

v 2 Configuration

‘& ApplyChanges
e Bridge
e Metwork
‘& RestoreDefaultConfiguration
W RevertChanges
= TimeSynchronization
W DeviceManual
¥ DeviceRevision
o FirmwareUpdate
¥ HardwareRevision
=) Maintenance
‘% Reboot
W Manufacturer
W Model
e ProcessData
W ProductCode
¥ RevizionCounter
W SerialMumber
W SoftwareRevision
) Status
o X2XIF

Information:

Methods 6.1.1.1 "ApplyChanges", 6.1.1.3 "RevertChanges" and 6.1.1.2 "RestoreDefaultCon-
figuration" refer only to the configuration values within the higher-level "Configuration"

folder. Other configurations, such as the X2X configuration or user configuration, are NOT

affected by this.
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6.1.1 Methods for bus controller configuration

Position of the methods in the information model: Root/Objects/DeviceSet/X20BC0O08T/Configura-

tion/Control

6.1.1.1 ApplyChanges

Changed values are only saved and applied by calling this method.

6.1.1.2 RestoreDefaultConfiguration

The default configuration values are restored.

Information:

Calling the method only temporarily loads the default configuration values into the nodes.
To save or apply the default configuration, method ApplyChanges must also be called.

6.1.1.3 RevertChanges

The values previously saved with ApplyChanges are restored.

6.1.2 General network configuration

The configuration can be made via the OPC UA information model. For the corresponding parameters, see
node Root/Objects/DeviceSet/X20BCO08T/Configuration/Network in the model.

Node name

Description

EnableDHCP

Enables or disables the DHCP client functionality.

- If an IP assignment by a DHCP server is missing, the bus controller is assigned a random link local address
from range 169.254.0.0/16. IPv4LL (RFC3927).

- If the DHCP client is enabled, parameters Gateway, IP address, Netmask as well as Primary DNS and Se-
condary DNS are obtained from the DHCP server.

Gateway

Configures the default gateway IP address.
- If parameter EnableDHCP is set, a gateway address can additionally be obtained from the DHCP server.

- If parameter Gateway is set, the manual configuration is used and the address obtained from the DHCP
server is ignored.

Hostname

Configures the hostname.

IP address

Configures a static IP address.
- If parameter EnableDHCP is set, the parameter is ignored and the IP address transmitted by the DHCP
servers is used.

Primary DNS
Secondary DNS

Configures a primary or secondary DNS server.

- If parameter EnableDHCP is set, additional addresses for DNS servers can be obtained from the DHCP
server.

- If at least 1 DNS server is set manually, the manual configuration is used and the addresses obtained
from the DHCP server are ignored.

Netmask

Sets the subnet mask.
- If parameter EnableDHCP is set, this parameter is ignored and the subnet mask obtained from the DHCP
server is used.

EnableMulticastDNS

Enables or disables multicast DNS (mDNS).
-mDNS is enabled in the factory setting in order to be able to address the bus controller via the hostname
even if there is no network infrastructure.

Method Root/Objects/DeviceSet/X20BC0O08T/Configuration/Control/ApplyChanges must be called to save

the new configuration data.

Information:

The network configuration is only applied when the bus controller is restarted.
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6.1.3 Bridge configuration

6.1.3.1 Methods for bridge configuration

2 methods are provided in the OPC UA information model to persist the current bridge configuration or to
reset it to the factory settings.

~ 2} Cenfiguration
% ApplyChanges
v g Bridge
v g Eihl
v I MultipleSpanningTreeProtcal
@ BpduFilterEnabled
v o Eth2
v ) MultipleSpanningTreeProtcal
1 BpduFilterEnabled
% Restore
% Store
e Network

6.1.3.2 BpduFilterEnabled

The 5.5.1 "Multiple Spanning Tree Protocol (MSTP)" is active by default on the bus controller. In some net-
works, however, this is undesirable. The protocol for the respective port can be disabled by enabling the
BPDU filter.

6.1.3.3 Restore

Deletes the current bridge configuration and resets it to the factory settings. The device must be restarted
after this method is executed.

6.1.3.4 Store

Persists the current bridge configuration on the device.
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6.1.4 Time synchronization

The protocols used for time synchronization must be configured separately for the two time domains Wall-
Clock and WorkingClock.

v gk X20BCO0BT
v I Configuration
wa Bridge
& Control
e Network
~ |2) TimeSynchronization
v I WallClock
v & NTP
@ TimeServer01
@ TimeServer)2
@ TimeServerD3
& TimeServer)4
v & pTP
0 DomainNumber
& Priority1
@ Priority2
@@ SlaveOnly
0 SyncOffsetNs
@ TimeSyncProtocol
v I WorkingClock
& PP
@ TimeSyncProtocol

Position of the data in the information model: Root/Objects/DeviceSet/X20BCO08T/Configura-
tion/TimeSynchronization

Information:

The parameters for the time synchronization are only applied by calling method Apply-
Changes.

6.1.4.1 NTP

The NTP client can be enabled for WallClock by setting configuration parameter TimeSyncProtocol to value
"2 (NTP)". Up to 4 time servers can be specified. Optionally, it is possible that NTP servers are assigned the
addresses by the DHCP server. If multiple time servers are available (either by configuration or obtained
from the DHCP server), one of them is selected to be used for time synchronization. The others are available
as redundancy and are used in case the currently active time server fails.

Node name Description
TimeServerOx URL or IP address of up to 4 time servers that can be configured manually.
When configuring multiple time servers, the selection order of the time servers is not fixed.

6.1.4.2 PTP

Information:

PTP configuration via OPC UA is not yet supported in version 1.3.1.

6.1.4.3 TimeSyncProtocol

The configuration parameters for NTP or PTP are only valid if the corresponding synchronization protocol
has been selected.

Node name Description
TimeSyncProtocol This parameter can be used to enable synchronization of the respective clock or select the synchronization
protocol.
Possible values:
0 No synchronization protocol selected
1 PTP protocol selected
2 NTP protocol selected
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6.1.5 Reboot

Restarts the bus controller.

6.2 X2X Link object

The X2X Link object is subordinate to the bus controller object (X20BCO08T) and contains all data related
to the X2X Link network. The available configuration methods and variables can be used to add, move or
delete stations. In addition, the stations can be configured via corresponding parameters.

6.2.1 X2X Link commissioning

To commission a bus controller that has not yet been configured, the required modules must first be added
to the OPC UA model. This is done using the methods described in section 6.2.2 "Methods for X2X Link
configuration":

v o X2XIF
~ |2 Configuration
v g Control
AddStation
AddStationByMame
ApplyChanges

<

ChangeStationMumber
LockStationMumber
MowveStation
Remowvedll5tations
RemowveStation
ReplaceStation
ReplaceStationByMName
ScanForMewStations
UnlockStationMumber

COCC O OO T A

® All modules physically connected on the bus controller can be added automatically using method "Scan-
ForNewStations". The information model must then be updated in the browser to display the stations un-
der "SubDevices".

¥ e SubDevices
wle STOD1 | X20PSG400
o STOOZ2 | X20A18321
oo STOD4 | X20018371
o STO16 | X20D08322 (locked station number)
g STO17 | 20008322
g ST018 | X20D08322
ok STO32 | X20418221 (locked station number)
o ST033 | X20A02622
D SupportedTypes
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® Depending on requirements, the configuration of the modules now takes place in the OPC UA model. If

this is not changed, the preset configuration is applied.

¥ g SubDevices
v glg STOD1 | X20PS9400
I ConfigChannels
v [ Configuration
wa Control
# FunctionModel
* I FunctionhodelSettings
0 FunctionModelNumber
v D General
& Powerlnfo
0 Statusinfo

The global X2X Link parameters are located in folder "Configuration" below the interface node:

v & X2XIF
~ |2 Configuration
gg Control
i Cycle time [ps]
0 Maximum number of stations
i@ Total cable length [m]

® The configuration is saved and applied to the X2X Link network using method 6.2.2.10 "ApplyChanges".

This saved configuration is loaded at every restart and automatically started.

If the I/O configuration of the modules or X2X Link parameters are subsequently changed, the change must

be applied again with "ApplyChanges".

Information:

configuration, are not applied with this.
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uration of the underlying I/0 modules. Other configuration values, such as the network
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6.2.2 Methods for X2X Link configuration

The physical X2X Link interface is offered a number of methods in the OPC UA information model for con-
trolling and configuring the X2X Link. The name (or Nodeld) of the interface corresponds to the interface
address as is also common in Automation Studio ("IF1").

The methods of IF1 are located in node "IFi@Control" and have Nodeld "IF1.Control@<MethodName>":

v @ X2XIF1

v |2 Configuration
v g Control

<

CEC OO C T OA

AddStation
Add5tationByMame
ApplyChanges
ChangeStationMumber
LockStationMumber
MoveStation
RemowvedllStations
Rermovestation
ReplaceStation
ReplaceStationByMame
ScanForMewstations
UnlockStationMumber

Information:

6.2.2.1 AddStation / AddStationByName

Adds new stations to the OPC UA information model.

Model manipulations and configuration parameters of the stations are only applied and
permanently stored when 6.2.2.10 "ApplyChanges" is called.

Subsequent modules are not moved. An error is reported if the station number is not available.

AddStation
Input arguments Data type Description
Station Uint32 Station number (0 = append after the last module)

Moduleld X2XAvailableModules Module ID of the module to be generated
AddStationByName

Input arguments Data type Description

Station Uint32 Station number (0 = append after the last module)

ModuleName String Module name of the module to be generated
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6.2.2.2 ChangeStationNumber

Changes the station number of a station group.

Moves all stations in a station group to a new position. This allows the configuration to be adapted to a
changed node number switch, for example.

The following rules apply:

« The target position can be at any position before or after the current position. It is permitted to skip
other station groups.

» The target position specified under Destination must still be available, unless it is located within the
station group to be moved.

« There must be sufficient space for all subsequent stations of the station group, i.e. no modules are
permitted to be located within the target area.

In the event of error, the method will not be executed.

After moving, the station number of the first module is automatically marked as locked. This means that
the module will no longer be moved when other groups are moved. See 6.2.2.3 "LockStationNumber".

Example
Output state Move: Station 16 to station 17 Move: Station 16 to station 64
v ¢ SubDevices v @ SubDevices ¥ e SubDevices
ola STOO1 | X20PS9400 oy STDO1 | X20PS9400 @ STOO1 | X20PS9400
ol STO0Z | X20418321 e STODZ | X20A18321 o STO0Z | X20A18321
e STOO | X20D18371 g STOO04 | X20D18371 g STOO4 | X20D18371
o STD16 | X20D08322 (locked station number) &y STD17 | X20D08322 (locked station number) o STD32 | X20A18221 (locked station number)
|: oig STO17 | X20D08322 |: oy STD18 | X20D08322 % STD33 | X20A02622

o ST018| X20D08322 ok ST019| X20D08322 |: @y STOB4 | X20D08322 (locked station number)
e STD32 | X20A18221 (locked station number) oy ST032 | X20A18221 (locked station number) i STOBS | X20D08322
&g ST033 | X20A02622 &g ST033 | X20A02622 ol STO66 | X20D08322
=D SupportedTypes ] SupportedTypes = Supported Types

Input arguments Data type Description

Station Uint32 Station number

Destination UInt32 Station number of the target position

6.2.2.3 LockStationNumber

Locks a station number.

This can be used to define related station groups. A station group contains all stations from the locked sta-
tion number up to but excluding the next locked station number (see 1in the image below). Defined station
groups can be moved independently of one another by calling method 6.2.2.2 "ChangeStationNumber".

Example of several station groups

v e SubDevices

g STOD1 | X20PS9400

o ST002 | 20418321

e STOD4 | X20D18371

o STOE | X20D08322 (locked station number)
115 & s17|x20008322

o ST0N8 | X20008322

W ST032 | X20A18221 (locked station number)
2 |: o S5T033 | X20A02622

) SupportedTypes

The lock status of a station number can be read out using property LockedStationNumber of the respective
station.

Input arguments Data type Description
Station UlInt32 Station number
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6.2.2.4 MoveStation

Moves a station in the OPC UA information model to another position.

An error is reported if the station number is not available.

Input arguments Data type Description
Station Uint32 Station number
Destination Uint32 Station number of the target position
o
Information:

Stations with a locked station number cannot be moved. In this case, method 6.2.2.2
"ChangeStationNumber" must be used.

6.2.2.5 RemoveAllStations
Removes all stations from the OPC UA information model.
6.2.2.6 RemoveStation

Removes one station from the OPC UA information model.

Subsequent modules are not moved.

Input arguments Data type Description
Station uUint32 Station number

6.2.2.7 ReplaceStation / ReplaceStationByName

Replaces a station in the OPC UA information model with another module.

No change is made if a module with the same name already exists at the station number. If the name
changes, the module is replaced with the new one. Otherwise, the module is created again.

The modified module is immediately included in the OPC UA information model and can be further config-
ured using the OPC UA client.

ReplaceStation

Input arguments Data type Description
Station Uint32 Station number (0 = append after the last module)
ModulelD X2XAvailableModules Module ID of the module to be generated

ReplaceStationByName

Input arguments Data type Description
Station Uint32 Station number (0 = append after the last module)
ModuleName String Module name of the module to be generated

6.2.2.8 ScanForNewStations

Scans the X2X Link network for new stations.

To scan the X2X Link network, it must be fully started up and ready beforehand. Otherwise, an error is re-
ported.

This method checks whether new stations have been found on the X2X Link network that are not yet present
in the configuration. Newly found stations are automatically added to the OPC UA information model.

Modules that are connected on bus modules with node number switches are automatically marked as locked
and registered with the corresponding number.

Information:

If the node number switch of a bus module has been changed, this change must first be
carried out manually with method 6.2.2.2 "ChangeStationNumber". Otherwise, the stations
will be added again at the new position.
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6.2.2.9 UnlockStationNumber

Unlocks a station number and dissolves a station group.

For details, see 6.2.2.3 "LockStationNumber".

Input arguments Data type Description
Station Uint32 Station number

6.2.2.10 ApplyChanges

Applies a new or changed configuration.

Any configuration changes made are permanently saved and reloaded when the system is restarted. The
available channels, which depend on the configuration of the modules, are visible in folder "ProcessData"
via the OPC UA client after this step.

If the configuration was applied without errors, it is then started on the X2X Link network. If an error occurs
when checking and saving the configuration, this is reported and the old configuration is retained.

6.2.3 Flatstream interface

Some modules have a Flatstream interface. This divides larger data packets (also known as frames) into
smaller packets and transfers them piece by piece via the X2X Link network.

The OPC UA bus controller automatically operates this Flatstream interface, i.e. the piece-by-piece transfer
of a frame. The chapter in the module documentation that describes the Flatstream communication itself
can therefore be ignored.

Only the frames that are exchanged via the Flatstream interface and access to the data via OPC UA are
important.

Information:

These functions are available starting with firmware version 1.4.6.

6.2.3.1 Modules with a Flatstream interface

The structure of the module-specific frames is described in the respective module documentation.

Module Usage Name of the streaming object Description of the stream data in the

module documentation

X20CS1020 Accessing serial interface data IF1 Serial on Flatstream

X20CSs1030

X67IF1121-1

X20CS1070 Accessing CAN interface data IF1, IF2 The CAN object

X20CSs2770

X20CS1012 Reading and writing M-Bus frames Streaminterface M-Bus on Flatstream

X20CMRO010 Accessing nonvolatile internal flash mem- | UserFlashinterface » Internal module memory for user data

X20CMR100 ory

X20CMR111

X20A02438 Reading and writing HART commands Streaminterface » HART on Flatstream

X20AI2438

X20DS438A Accessing the object dictionary object of | StreamInterface 10-Link information for the Flatstream

X67DS438A 10-Link devices

X20APXXXX Collected process data of the module Streaminterface ¥ Interface for transferring the process
variable image

1) Must be enabled in the module configuration.

X20BCO08T Data sheet V 1.42 59



Configuration

6.2.3.2 Accessing the Flatstream via OPC UA

A module-specific data stream is accessed in OPC UA via object "Streamlinterface" of type "FileType". This
object is subordinate to the module object and provides corresponding methods that can be used to read
and write the streaming data.

W STDD3 | X20D0C8322

¥ g STO04 | X20DS4384
I ConfigChannels

© Conf

1

D Status

tion

b & Streamlnterface
9 Close
W GetPosition
9 Open
¥ OpenCount
iy Read
W SetPocition
¥ Size
¥ UserWriteable
g Write
¥ Writeable

&% STOD5 | X20AP3131

6.2.3.2.1 Open

This method must be called initially to open the interface.

Input arguments Data type Description
Mode Byte 1 = RO - Open read-only
2 = WO - Open write-only
3 = RW - Open read and write
4to255  =Reserved
Output arguments Data type Description
FileHandle Uint32 Needed for methods 6.2.3.2.3 "Read", 6.2.3.2.4 "Write" and 6.2.3.2.2 "Close".
o
Information:

6.2.3.2.2 Close

The file is automatically closed if it is not accessed for more than one minute (by calling
methods 6.2.3.2.3 "Read" or 6.2.3.2.4 "Write") or if the session of the client that called
method Open is closed.

The file handle is only valid within the respective OPC UA session.
A streaming file cannot be opened multiple times simultaneously.

Used to close the stream interface. The required resources are freed up, and the interface can be reopened

by another client.

Input arguments Data type Description
FileHandle UInt32 File handle that was returned by method 6.2.3.2.1 "Open".
60
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6.2.3.2.3 Read

This method can be used to read data from the streaming interface. The following applies:

Configuration

« If parameter "Length" is specified large enough, the entire frame is read out from the buffer with each

call.

« If"Length" was specified as less than the length of the next frame, then a subframe with length "Length"
is returned with each call.

Input arguments Data type

FileHandle Uint32 File handle that was returned by method 6.2.3.2.1 "Open".
Length Int32 Maximum data length that should be returned.

Output arguments Data type

Data ByteString

If the frame is smaller than the maximum value specified by "Length", a cor-
respondingly shorter byte string is returned.

6.2.3.2.4 Write

This method is used to write data to the stream interface. A frame is written with each call.

Input arguments Data type
FileHandle Uint32 File handle that was returned by method 6.2.3.2.1 "Open".
Data ByteString Data that should be written.

6.2.3.2.5 GetPosition / SetPosition

These methods are not supported for streaming files.

6.2.3.2.6 Variables

Size

Shows the size of the next frame that can be read.

If the value O is returned, no new data is available. The variable can be monitored using "Monitoreditem" to

determine when new data can be read.

OpenCount

Shows how often the file is currently open.
Only 0 or 1 since streaming files can only be opened once.

6.3 PubSub configuration

The OPC UA publisher-subscriber configuration can be performed by transferring a ".uabinary" file. This file
contains all the information required for cyclic data exchange. UaExpert is equipped with an integrated ed-
itor to create and edit such afile (for a detailed example, see section 3.9.4 "PubSub configuration example").

The file can be read or written using object Root/Objects/Server/PublishSubscribe/PubSubBinary. The con-

figuration is enabled as soon as a new file is written.

The file contains the following configuration data:

« Publisher configuration: Specifies which process data is sent periodically and the period with which

this takes place.

» Subscriber configuration: Specifies which process data of a publisher is received and where this data

is forwarded to.

« General connection configuration

Currently, only cyclic process data from X2X modules can be used in publisher and subscriber configura-
tions. These are all nodes in the process data folder of an X2X module except for nodes ModuleOk, Moduleld,

SerialNumber and FirmwareVersion.
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6.3.1 General information

In the PubSub communication model, communication takes place between "publishers" and "subscribers".
Publishers send the messages. Subscribers receive the messages and process them further.

The X20BCOO08T currently only supports the "UADP Periodic Fixed" header layout and transport protocol
"opc.udp":
« UADP Periodic Fixed: In this mode, messages are transmitted periodically at a fixed interval, similar to
POWERLINK, regardless of changes in the data. The variables (data points) that are transferred within
a message are defined at configuration time.

» Opc.udp: Data is typically transmitted in the multicast network. Receipt of the transmitted messages
is not confirmed, i.e. there is no check as to whether or how many subscribers have received a message.

6.3.1.1 Structure of a PubSub message

DataSetMessageField

DataSetMessage

NetworkMessage - .

TransportProtokoll - -

1) The DataSetMessageField contains a single variable value / data point.

2) Each DataSetMessage consists of one or more DataSetMessageFields. Among other things, the header
(highlighted in yellow) of the DataSetMessage contains a DataSetWriterld and status information:

- DataSetWriterld: Identifies a dataset within the NetworkMessage. The DataSetWriterld must therefore
be unique within the NetworkMessage.
» Statusinformation: Provides information about the validity of the contained DataSetMessageFields.

Information:
With the X20BCOOS8T, one DataSetMessage is created per I/0 module in the default con-
figuration.
3) There are one or more DataSetMessages within a NetworkMessage. Among other things, the header
(highlighted in green) of the NetworkMessage contains various IDs and GroupVersion:

+ WriterGroupld: Identifies different messages from the same publisher and must therefore be unique
within the publisher.

« Publisherld: Identifies the publisher and must therefore be unique within the network.

« GroupVersion: Identifies the version of a message. The version is automatically changed when a mes-
sage is reconfigured.

4) The NetworkMessage is transferred via the transport protocol.

Information:

For a subscriber to accept and process messages, all 4 IDs (DataSetWriterld, Writer-
Groupld, Publisherld and GroupVersion) must match in the respective reader (subscriber)
configuration.

For a configuration example, see 3.9.4 "PubSub configuration example".
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6.4 PubSub diagnostics

A valid configuration provides diagnostic data points in the information model of the device. This can be
used to diagnose a faulty PubSub configuration and evaluate the configuration status.

The generated diagnostic data points are located in the path Root/Objects/Server/PublishSubscribe/Di-
agnostics.

Address Space
3 Mo Highlight
J Root
v 0 Objects
2 Aliases
& DeviceSet
&% DeviceTopology
& NetworkSet
v 3 Server
¥ Auditing
2 Dictionaries
¢ EstimatedReturnTime
% GetMonitored|tems
# LocalTime
¢ NamespaceArray
& Namespaces
& PublishSubscribe
% AddConnection
@ CreateDefaultConfiguration
% DefaultPublisher
% Diagnostics
¥ GetSecurityGroup

& RatSarribl auc

In object Diagnostics, only the subnodes of object LiveValues marked in red can be used for diagnostic
purposes.

« Node "Configuration status" contains information about the current configuration.

» A separate folder is created for each publisher/subscriber configuration, provided that the PubSub
configuration file (PubSub.uabinary) has been read successfully. The name of the folder is derived from
the connection and group name of the PubSub configuration, e.g. "Connection_1_WriterGroup_1".

All other nodes or objects are not supported and do not contain any values. Object LiveValues is located in
the path Root/Objects/Server/PublishSubscribe/Diagnostics/LiveValues.

B Rl T —
% CreateDefaultConfiguration
& DefaultPublisher
v o Diagnostics
& Counters
@ DiagnosticsLevel

~ LiveValues
@ Configuration status I

¥ @ ConfiguredDataSetReaders
@ ConfiguredD ata5etWriters
> 12 Connection_1_ReaderGroup_1_Reader_1
O Connection_1_WriterGroup_1
3 @ OperationalDataSetReaders
@ QperationalDataSetWriters
@ UDP number of received frames
% Reset
@ SubError
@ TotalError
@ Totalinformation
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6.4.1 Configuration status

Node "Configuration status" contains information about the current configuration.

Node name Description
Configuration status Current configuration status
0: OK

-1:  Problem with the configuration of the kernel drivers
-2:  Problem with the interpretation of file "PubSub.uabinary" (e.g. the mapped nodes do not exist)
-99: Configuration not yet loaded

6.4.2 Writer Group diagnostic node

Diagnostic node <Writer Group Name> is generated by a valid WriterGroup configuration and located in the
path Root/Objects/Server/PublishSubscribe/Diagnostics/LiveValues/<Writer Group Name>.

Publishers have limited diagnostics compared to subscribers since only the sending of telegrams is mon-

itored.

~ |0 Connection_1_WriterGroup_1
@ DEBUG - Active
@ DEBUG - Status Message Buffer
@ INFO - Group ID
@ INFO - Group Version
INFO - Interval [ns]
@ INFO - Length
@ INFO - Multicast IP
@ INFO - Publisher ID

2

Node name

Description

DEBUG - Active

Packet sending is active / not active.

DEBUG - Status message buffer

0: Noerror
-1:  Socket could not be opened

INFO - Group ID

Groupld of the WriterGroup

INFO - Group version

GroupVersion of the WriterGroup

INFO - Interval [ns]

Transmission interval of the WriterGroup in ns

INFO - Length

UADP telegram length - except the Ethernet and IP/UDP header

INFO - Multicast IP

Multicast IP destination address of the publisher, e.g. 239.0.0.1

INFO - Publisher ID

Publisherld of the Publisher
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6.4.3 Reader Group diagnostic node

Diagnostic node <Reader Group Name> is generated by a valid ReaderGroup configuration and located in
the path Root/Objects/Server/PublishSubscribe/Diagnostics/LiveValues/<Reader Group Name>.

Compared to publishers, subscribers have extended diagnostics since telegrams detected as invalid are
recorded in different error counters.

A J:.i (.clr)rj-e.ctinr]_.'l_FieaderGraLgp__‘l_lReadﬁr__l
@ DEBUG - Active
@ DEBUG - Dataset invalid header
@ DEBUG - Dataset timeout
@ DEBUG - Dataset wrong state
@ DEBUG - Invalid frame
@ DEBUG - Invalid network header
@ DEBUG - Invalid network header sequence
@ DEBUG - Received frame counter
@ DEBUG - Status Message Buffer
@ DEBUG - Telegram repetition
@ INFO - Group ID
@ INFO - Group Version
@ INFO - Length
@ INFO - Multicast IP
@ INFO - Publisher ID
@ INFO - Timeout [ns]

Node name

Description

DEBUG - Active

Packet sending is active / not active.

DEBUG - Dataset invalid header

The counter is incremented if the dataset header flags do not match the subscriber configuration.

DEBUG - Dataset timeout

The counter is incremented if a dataset fails, i.e. no new data was received before the set timeout expired.

DEBUG - Dataset wrong state

The counter isincremented if the status field of the DataSetMessage header contains a "StatusCode sever-
ity" not equal to "Good".

DEBUG - Invalid frame

The counter is incremented if the network header or group flags do not match the subscriber configura-
tion, i.e. the expected telegram header.

If no data has been received since the time of PubSub configuration, the counter also increases (receive
buffer contains 0 as the telegram header).

DEBUG - Invalid network header

The counter is incremented if any of the extended flags, Publisherld, WriterGroupld or GroupVersion fields
do not match the subscriber configuration.

DEBUG - Invalid network header sequence

The counter is incremented if SequenceNumber in the network header was not ascending compared to
the predecessor.

DEBUG - Status message buffer

0: Noerror
-1:  Socket could not be opened

DEBUG - Telegram repetition

The counter is incremented if the same telegram was received twice in succession, i.e. the SequenceNum-
ber of the NetworkHeader is identical.
Information: With non-synchronized systemes, it is likely that this error counter counts up slowly.

INFO - Group ID

Expected GroupID

INFO - Group version

Expected GroupVersion

INFO - Length

Expected UADP telegram length - except the Ethernet and IP/UDP header

INFO - Multicast IP

Multicast IP address at which the subscriber expects telegrams, e.g. 239.0.0.1

INFO - Publisher ID

Expected Publisherld

INFO - Timeout [ns]

Configured message receive timeout of the DataSet reader in ns
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7 Status

The OPC UA information model of the bus controller shows status information that should be used for
information or diagnostics of malfunctions. These include:

* Port status

* Time synchronization

« Network

7.1 Port status

The corresponding node names are located in the OPC UA information model under nodes Root/Ob-
jects/DeviceSet/X20BC0O08T/Status/BridgePorts. Under this path, there is an entry for each port of the bus
controller named after the port itself (ETHx). The following table provides the status information available

for each port.

(FCS).

Node name Description
InternalName System-internal name of the interface.
FrameStatistics/
FcsErrorFrameCount Number of Ethernet frames received on the respective port with a corrupt Ethernet Frame Check Sequence

GeneralRxErrorFrameCount

Number of incoming Ethernet frames that could not be received due to internal bus controller errors.

GeneralTxErrorFrameCount

Number of Ethernet frames to be transmitted that could not be transmitted due to internal bus controller

errors.

RxFrameCount

Number of Ethernet frames received successfully on the respective port.

SizeErrorFrameCount

Number of Ethernet frames received on the port that were discarded due to invalid length (< 64 byte or
> max. Ethernet frame length).

Possible values:
100 MB/s
1000 MB/s
No entry

TxFrameCount Number of Ethernet frames transmitted successfully on the respective port.
LinkPartner/
Chassisld Name of component "Chassis" for the connected device, e.g. the MAC address.
ManagementAddress Management address of the connected device, e.g. the IP address.
Portld Name of component "Port" for the connected device, e.g. the internal name of the interface.
LinkProperties/
Duplex Duplex mode of the port.
Possible values:
Full Port operates in full-duplex mode
Half Port operates in half-duplex mode
No entry Connection is not active.
LinkStatus Status of the connection.
Possible values:
upP Connection is active.
DOWN Connection is not active.
Speed Speed of the connection.

Connection is working with 100 Mbit/s.

Connection is working with 1000 Mbit/s.

Connection is not active.
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7.2 Time synchronization

The state of time synchronization can be queried via the nodes in object Root/Objects/De-
viceSet/X20BC0O08T/Status/TimeSynchronization. The corresponding information is available for both Wall-
Clock and WorkingClock.

Node name | Description
WallClock/NTP/
SyncOK Status of the NTP synchronization of WallClock.
Possible values:
True WallClock is synchronized with a time server.
False WallClock is not synchronized with a time server.
TimeServer URL or IP address of the time server that is used to synchronize WallClock.
WallClock/PTP/
Clockldentity Unique identifier of the PTP instance of WallClock.
Grandmasterldentity Identity of the PTP instance that serves as a grandmaster for WallClock on the network.
OffsetFromMaster Calculated time deviation of the local WallClock from the clock of the grandmaster in 1/65536 nanosec-
onds?.
ParentPortldentity Identity of the port of the neighboring device that is used to transmit PTP synchronization messages to

the PTP instance of the local WallClock. The identity is represented as a byte string.
If the local WallClock is the grandmaster instance, this string corresponds to Clockidentity followed by 2

null bytes.
WallClock/PTP/ETHx/
Portldentity Unique port identifier of Ethernet port ETHx with enabled PTP synchronization of WallClock on this port.
x corresponds to the port number on the housing of the bus controller.
PortState Status of WallClock PTP synchronization on Ethernet port ETHx.
Possible values:
3 Port is disabled.
6 Port is a master for WallClock.
7 Port is passive.
9 Port is a slave for WallClock.
For detailed information, see IEEE 802.1AS — 2020, table 14-7.
WorkingClock/PTP/
Clockldentity Unique identifier of the PTP instance of WorkingClock.
Grandmasterldentity Identity of the PTP instance that serves as a grandmaster for WorkingClock on the network.
OffsetFromMaster Calculated time deviation of the local WorkingClock from the clock of the grandmaster in 1/65536
nanoseconds?.
ParentPortldentity Identity of the port of the neighboring device that is used to transmit PTP synchronization messages to

the PTP instance of the local WorkingClock. The identity is represented as a byte string.

If the local WorkingClock is the grandmaster instance, this string corresponds to Clockldentity followed
by 2 null bytes.

WorkingClock/PTP/ETHx/
Portldentity Unique port identifier of Ethernet port ETHx with enabled PTP synchronization of WorkingClock on this
port.
x corresponds to the port number on the housing of the bus controller.
PortState Status of WorkingClock PTP synchronization on Ethernet port ETHXx.
Possible values:

3 Port is disabled.

6 Port is a master for WorkingClock.

7 Port is passive.

9 Port is a slave for WorkingClock.

For detailed information, see IEEE 802.1AS - 2020, table 14-7.

1) Value 65536 = 1 nanosecond.
7.3 Network

The currently used network configuration can be read out via the nodes in object Root/Objects/De-
viceSet/X20BCO08T/Status/Network.

Node name Description

CurrentDNS DNS server currently being used. The string can contain multiple entries if multiple DNS servers are avail-
able.

CurrentGateway Default gateway currently being used

CurrentHostname Hostname currently being used

CurrentIPConfig Current IP configuration. The string can contain multiple entries if multiple IP addresses exist (e.g. a tem-
porary IP address added by adjusting the node number switch).
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8 Cybersecurity

Information:

For cyber-secure operation of the bus controller, the guidelines from Cybersecurity / De-
fense in Depth for B&R products must be taken into account.

This chapter gives a brief introduction to cybersecurity. The terms are only described on a general level.
General terms can therefore refer to a number of different aspects depending on the situation.

Devices are delivered with factory settings. This means that normally neither any device functionality nor
any security settings are configured. To enable secure commissioning of these devices, it is important to
ensure that they are only used in a trusted environment. This can be achieved, for example, by separating
the machine network from the company network or by connecting the devices directly to the PC used for
configuration, for example.

OPC UA over TSN enables converged IT/OT networks in which it cannot be assumed that all network stations
can be trusted. This does not require an explicit attack. Even a misconfiguration of controllers outside the
actual machine network can result in unintentional malfunctions.

Cybersecurity issues therefore play an important role in OPC UA over TSN and both technologies (OPC UA
as well as TSN) contain all the mechanisms required for this.

Information:

The device has only limited resources and cannot process all messages that could poten-
tially arrive via the network. A message storm on the network can cause a temporary out-
age. To avoid this, the device must be operated behind a firewall with rate limiting.

Security-relevant errors and notifications

Cybersecurity depends on an open error culture. Errors in device firmware that allow unauthorized access,
for example, are actively tracked and managed by B&R. Critical security gaps and their corrections are col-
lected and made available under https://www.br-automation.com/en/service/cyber-security/.

Information:

All errors concerning the safety of B&R equipment should be reported immediately to the
website specified above.

8.1 Basic terms and information

8.1.1 Encryption

The aim of encryption is to make sensitive data unreadable for external parties. Even if an attacker has
access to the data, e.g. by using tools to follow the traffic, it should be impossible for him to derive valuable
information from it.

Encryption also distinguishes between whether data remains stored on a computer, device or data storage
medium, or whether it is transferred over a communication medium. The basic mechanisms are similar in
all cases.

The industry standard is AES encryption (Advanced Encryption Standard), which uses key lengths of 128 or
256 bits. Both OPC UA and NETCONF support this standard.

68 X20BCOO8T Data sheet V 1.42


https://www.br-automation.com/fileadmin/Cyber_Security_-_Defense_in_Depth_for_BR_Products-bdd37e82.pdf
https://www.br-automation.com/fileadmin/Cyber_Security_-_Defense_in_Depth_for_BR_Products-bdd37e82.pdf
https://www.br-automation.com/en/service/cyber-security/

Cybersecurity
8.1.2 Integrity

Attackers do not necessarily need to decrypt secret data to cause, for example, disruptions in machine
operation. It is often sufficient just to corrupt the data. This is possible even if the data is encrypted and
actually unreadable.

To prevent this threat, a digital signature is added to the data. This signature is comparable to a CRC check-
sum (Cyclic Redundancy Check). The algorithms are explicitly designed to detect falsification by an attacker.

It is often sufficient to ensure the integrity of the data without encrypting it. This includes the following
use cases:

- Diagnostics of data traffic using tools such as Wireshark:
A digital signature does not prevent diagnostics, whereas additional encryption would make the data
unreadable and therefore useless for diagnostics.

» Ensuring the integrity of the device firmware:
The firmware can be read out, but attackers cannot make any changes.

The industry standard for signature algorithms is the (SHA) Secure Hash Algorithm with key lengths,
for example, of 256 bits. Both OPC UA and NETCONF support these algorithms.

8.1.3 Symmetric and asymmetric keys

Algorithms such as AES are called "symmetric" since a single key is used for both encryption and decryption.
If encrypted data should be exchanged between 2 devices, it must be ensured that both devices have the
same key. This is not always easy to do.

Algorithms such as RSA (named after their inventors Rivest, Shamir and Adleman), however, are referred to
as "asymmetric". These algorithms use 2 different keys to simplify the issue of key exchange.

« A'private" key is used to decrypt data or to create the signature.

« A'public" key is used to encrypt data or to check the authenticity of a signature.

Anyone can read the public key. Devices that want to communicate with each other exchange their public
keys. Since the private key is not transmitted, it can easily be kept secret on the device.

Sequence of data transfer with asymmetric algorithms:

« Transmitter A signs the data with its private PV, key.
« Transmitter A encrypts the signed data with the public PB; key of receiver B.
» Receiver B decrypts the encrypted and signed data with its private PVg key.
» Receiver B checks the authenticity of the signed data with the public PB, key of transmitter A.
The disadvantage of asymmetric algorithms is that they require more computational effort. Since keys with

a length of 2048 bits are used for RSA, they are not suitable for exchanging large amounts of data. Sym-
metrical algorithms, however, only use key lengths of 256 bits, which makes data transfer much easier.

In practice, both procedure are therefore used in combination. Asymmetric algorithms are used to exchange
a symmetric key temporarily generated for the communication session. The actual communication after-
wards takes place with symmetric algorithms.

8.1.4 Asymmetric key exchange

Even though a public key is permitted to be read and used by anyone, caution is needed when using it.
Transmitter A must, for example, be sure that the public PB; key actually belongs to the desired receiver B.
If this is not the case, an attacker could interfere with the communication through a "man-in-the-middle"
attack:

Transmitter A & Attacker C & Receiver B

+ Transmitter A signs the data with its private PV, key.

« Instead of using the public PBg key of receiver B, transmitter A encrypts the signed data with the public
PB. key from attacker C.

» Attacker C decrypts the encrypted and signed data with its private PV key.
« Attacker Creads the data and possibly corrupts it.
+ Attacker C signs the data with its private PV key.
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» Attacker C encrypts the signed data with the public PBg key from receiver B.
» Instead of using the public PB, key of transmitter A, receiver B checks the authenticity of the signed
data with the public PB. key from attacker C.

The attacker can also read and corrupt data in the reverse communication direction.
There are 3 ways to prevent a man-in-the-middle attack:

1) Ensurethat no attackeris able to be present when communication is established, e.g. by disconnecting
the machine from the intranet and Internet. The exchanged keys will be secure, even if the machine is
reconnected to the intranet and Internet.

2) Ensure that the received public PBy key actually belongs to communication station X. This is possible
if there is a trusted third party guaranteeing that this correlation exists.

3) Distributing the public keys to the respective devices in a suitable manner. This includes manual inter-
action by a user or administrator.

NETCONF supports the first and third option if communication protocol Secure Shell (SSH) is used. OPC
UA supports the second and third option.

8.1.5 Chain of trust and authority

Transfer protocol Hypertext Transport Protocol Secure (HTTPS), which is also used on the Internet, is based
onthe fact that a trusted third party guarantees that the public PB, key belongs to communication station X.

This is guaranteed in the "certificate" including additional information. The format of the certificates was
standardized by the International Telecommunication Union (ITU) and follows the X.509 standard. The
"guaranteeing" party is referred to as a "certificate authority" (CA).

A web browser accepts the certificate for https://www.br-automation.com since, for example, it can be
proved that it was issued by certification authority "GlobalSign" and the web browser trusts this certifica-
tion authority. The certificate for https://www.br-automation.com must therefore be protected against
corruption, which in turn is ensured via symmetric and asymmetric procedures.

While a CA can be certified by a higher CA, there are CAs that are basically trusted by web browsers and
other devices and are specified. They are called "root CAs". These form the highest certificate authority on
the Internet.

- Root CA R generates certificate Ci for itself that contains its public PBy key.

- Root CA R signs certificate Cy with its private PV key (self-signed certificate).

- Device A (or the web browser) imports certificate Cy and can use it to check whether additional certifi-
cates have been issued by root CAR.

« Root CA R generates certificate C, for device A that contains its public PB, key.
» Root CA R signs certificate C, with its private PVg key.

» Device B (or the web browser) imports certificate Cg and can use it to check whether additional certifi-
cates have been issued by root CAR.

» Root CA R generates certificate C; for device B that contains its public PBg key.

« Root CA R signs certificate Cg with its private PV; key.
As soon as device A and device B establish a communication connection, they first exchange their certifi-
cates:

«  Transmitter A transmits its C, certificate to receiver B.

» Receiver B verifies the integrity of certificate C, using the public PB; key taken from certificate Ci of
root CAR.

« Receiver B transmits its Cg certificate to transmitter A.

« Transmitter A verifies the integrity of certificate Cg using the public PBg key taken from certificate Cg
of root CAR.

« Transmitter A signs the data with its private PV, key.
« Transmitter A encrypts the signed data with the public PBg key of receiver B taken from certificate Cs.
» Receiver B decrypts the encrypted and signed data with its private PVg key.

» Receiver B checks the authenticity of the signed data with the public PB, key of transmitter A taken
from certificate C,.
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The use of a certification authority results in increased effort in the beginning. For larger systems or ma-
chines, however, this eliminates the task of distributing certificates to the individual devices.

Information:

In companies that have their own IT department, the necessary requirements for a Public
Key Infrastructure (PKI) are usually in place.

OPC UA uses certificates in X.509 format. Even if no certificate authority is used, the public PBy key for
device X must be wrapped in certificate Cx and signed by the device with its private PV key.

When establishing the connection for the first time, receiver B cannot ensure whether certificate C, actually
originates from transmitter A or from a man-in-the-middle and must therefore blindly trust this certificate.
This is the reason why a warning appears when connecting to a device for the first time with a program
like UaExpert.
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8.2 User access

Assigning access rights

The bus controller has a user rights and role system that defines the actions of a logged-in user. All users
usually do not have the same rights.

It is much more common to define only one or more administrators who are permitted to make sensitive
settings on the bus controller.

User identification

Access to the bus controller is usually provided via authentication. Identification takes place either with
their username and password or, in the case of NETCONF, with an SSH key.

Only first access to the bus controller in configuration mode is anonymous since at this time no known
users exist on the bus controller and they must be created first.

Role assignment

OPC UA provides 8 "known roles" listed under node Root/Objects/Server/ServerCapabilities/RoleSet. Users
can be assigned one or more of these roles (see "Assigning role SecurityAdmin").

Each nodein the information model has attributes RolePermissions and UserRolePermissions. UserRolePer-
missions displays the permissions for a user's roles for this node. SecurityAdmins have permission to read
attribute RolePermissions, which displays the permissions of all roles on the node.

Example of possible values of attributes RolePermissions and UserRolePermissions:

Attributes
2w b @
Attribute Value
WriteMask 0
UserWriteMask ]
* RolePermissions RolePermissionType Array[8]
v [0] RolePermissionType
Roleld i=13644 [WellknownRole_Anonymous]
Permissions MNone
v [1] RolePermissionType
Roleld i=15656 [WellKknownRole_AuthenticatedUser]
Permissicns  Mone
v [2] RolePermissionType
Roleld i=15668 [WellKknownRole_Observer]

Permissions  Browse, Read, ReceiveEvents

. T - -

il rolePermissiviiig pe
Roleld i=15704 [WellKnownRole_SecurityAdmin]
Permissions  Browse, ReadRolePermissions, WriteRolePermiszions, Read
% UserRolePermissions RolePermissionType Array[2]

v [0] RolePermissionType
Roleld i=13716 [WellknownRole_Configurefdmin]
Permissions  Browse, Read, Write, ReceiveEvents, Call

v [1] RolePermissionType
Roleld i=15704 [WellKnownRole_SecurityAdmin]

. o
cotri i nne B i
CESERESINICTIONS Da LIt

Permissions  Browse, ReadRolePermissions, WriteRolePermissions, Read

lid (CxB30350000)

The nodes in the information model are assigned to groups. All nodes within a group have the same per-
mission settings. The permission settings are fixed and cannot be changed.

The following table shows the possible access rights of the roles for the nodes within the different groups:

Group Node path Role Permissions
BI) RZ) REB) w4) c5) RPS)
Default All nodes that are not subordinate in any of the other | Anonymous
groups AuthenticatedUser

Observer v v v
Operator v v v
Engineer v v v v v
Supervisor v v v v
ConfigureAdmin v v v v v
SecurityAdmin v v v

72 X20BCOO8T Data sheet V 1.42



Cybersecurity

Group

Node path

Role

Permissions

BY

R?

REZ)

W4 | C9 | RP®

Security

Server/ServerConfiguration/*
Server/ServerCapabilities/RoleSet/*
Server/ServerCapabilities/UserSet/*

Anonymous

AuthenticatedUser

Observer

Operator

Engineer

Supervisor

ConfigureAdmin

SecurityAdmin

INENENEN

SISISIS

ANENENEN

Configuration

DeviceSet/X20BC008T/Configuration/*
DeviceSet/X20BC0O08T/X2X_IF1/Configuration/*
DeviceSet/X20BC0O08T/X2X_IF1/SubDevices/ST[x]/
Configuration/*

Anonymous

AuthenticatedUser

Observer

Operator

Engineer

Supervisor

ConfigureAdmin

INENENENEN

SecurityAdmin

SISISISISS

SISISISISS

ProcessData

DeviceSet/X20BC0O08T/X2X_IF1/SubDevices/ST[x]/
ProcessData/*

Anonymous

AuthenticatedUser

Observer

Operator

Engineer

Supervisor

ConfigureAdmin

ANENENENEN

NENENEN

SecurityAdmin

ANENANENENEN

ANENANENENEN

User

Server/ServerCapabilities/CurrentUser/*

Anonymous

AuthenticatedUser

Observer

Operator

Engineer

Supervisor

ConfigureAdmin

SecurityAdmin

SISISISISS

SNENENENENEN

SISISISISS

NENENENENEN
NENENENENEN

SoftwareUpdate

DeviceSet/X20BC008T/FirmwareUpdate/*

Anonymous

AuthenticatedUser

Observer

Operator

Engineer

Supervisor

ConfigureAdmin

SecurityAdmin

SISISS

NENENEN

SISISS

X2XConfigChannels

DeviceSet/X20BCO08T/X2X_IF1/SubDevices/ST[x]/
ConfigChannels/*

Anonymous

AuthenticatedUser

Observer

Operator

Engineer

Supervisor

ConfigureAdmin

NENENENEN

SecurityAdmin

NENENENENEN

ANESNANENENEN

1) Browse

2) Read

3) ReceiveEvent
4) Write

5) Call

6) ReadRolePermissions and WriteRolePermissions
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8.3 Key management for NETCONF
In order for a NETCONF client to communicate with the bus controller, SSH keys should ideally be used.
Although authentication via username and password is possible, SSH keys offer a higher level of security.

First, an SSH key pair must be generated on the device on which the NETCONF client is running. In Linux or
Windows with Cygwin, for example, this is done using command line tool ssh-keygen:

$ ssh-keygen -q -N "" -f ~/.ssh/id rsa

This call generates 2 files:

~/.ssh/id rsa
~/.ssh/id rsa.pub

File ~/.ssh/id_rsa contains the private key and must remain protected on the device. File ~/.ssh/id_rsa.pub
contains the public key that is transferred to the bus controller. The content of this file is a single ASCII text
line of the following type:

ssh-rsa AAAAB3NzaClyc2EAAAAD...UmUCIxYc68QIw+OSoN admin@client

If only one user should be used for all administrative tasks, such as the previously created "admin", the
key can be assigned to this user. Method Root/Objects/Server/ServerCapabilities/CurrentUser/AddSshKey
must be called for this and the entire text line of the public SSH key copied into it.

B Call AddSshKey on CurrentUser ? x

v g CurrentUser
=@ AddSshKey
% DisablePassword
¥ Password
% RermoveSshKey
¥ Roles
W SetPassword ] =
¥ SshKeys
¥ UserMame

Name Value DataType Description
SshKey |sshrsa AAAABINZaC 1yc2EAAAADAQABAAABAQUIS FignQydyChpeKOudwX 1c ITLAe |... | |Load fie... | String

If different devices are used for bus controller management via NETCONF, a separate SSH key can be added
for each of these devices. SSH keys that are no longer used can be removed from the bus controller in the
same way using function Root/Objects/Server/ServerCapabilities/CurrentUser/RemoveSshKey.

The list of SSH keys is visible at the respective user:

W ¥ Value
"k‘ CurrentUser SourceTimestamp 09-Mar-21 11:09:14.036
b ;ﬂ.ddSShKE}f SourcePicoseconds 0
i DisablePaszsword ServerTimestamp 09-Mar-21 11:09:14.036
ServerPicoseconds 0
¥ Password StatusCode Good (0xD00DDDD0)
@ RemoveSshKey ~ Value String Array[1] -
[o] ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCISIFjc
¥ Roles
W SetPassword
¥ SshKeys

¥ UserMame

If necessary, different users with their own roles can be defined, who are responsible for different adminis-
trative tasks, for example. In addition to a general SecurityAdmin for user and role administration, another
ConfigureAdmin would be conceivable, which is responsible for the administration of the TSN functionality
of the bus controller. This user would communicate with the bus controller exclusively via NETCONF. In this
case, the password can be disabled and access via OPC UA denied.
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8.4 Certificate management

Information:
See also 3.8 "Updating the self-signed certificate".

8.4.1 Generating a certificate request

If certificates signed by a certificate authority (CA) should be used, the necessary certificate signing request
(CSR) should be generated directly on the device. By generating the CSR on the device, the private key does
not have to leave the device, which increases security. This is done as follows:

+ Method CreateSigningRequest is available under Root/Objects/Server/ServerConfiguration to create a
CSR. When the method is called, a new private key is optionally generated. If the option is not enabled,
the existing key is used. The public key, information about the requester and other information are
packed in a "PKCS #10 DER" encoded certificate request that is returned by the method. The byte string
must be saved in a corresponding ".csr" file.

» The CSR must then be signed by a certificate authority, with additional information entered in the
certificate. The result is a valid certificate.

« The signed certificate can then be installed via method Root/Objects/Server/ServerConfiguration/Up-
dateCertificate.

Information:

» The private key for the CSR remains stored on the device only until a new CSR is gen-
erated or until the device is restarted. A signed certificate can only be installed if the
corresponding private key is still available.

« UaExpert makes it easy to generate and save the CSR in the GDS Push View. It is thus
not required to work directly with the method.

For more details about OPC UA method CreateSigningRequest, see the OPC UA specification, Part 12.

8.4.2 Updating the certificate using UpdateCertificate

Signed certificates can be installed on the bus controller using method Root/Objects/Server/ServerConfig-
uration/UpdateCertificate. It makes no difference whether it is a certificate signed by a certificate authority
or a self-signed certificate. If the certificate was not generated from a CSR generated by the bus controller,
the private key must also be specified.

Method Root/Objects/Server/ServerConfiguration/ApplyChanges must also be called to apply the changes.
All connected clients are disconnected for this. A new connection is only possible when the new certificate
is trusted.

Information:

» Since a private key may be transferred when this method is called, the call is only possi-
ble if an encrypted connection exists between the bus controller and the OPC UA client.

« UaExpert makes it easy to update certificates in the GDS Push View. It is thus not re-
quired to work directly with the method.

¢ Certificates derived from other certificates can only be installed if all higher-level cer-
tificates were already installed (see 8.1.3 "Symmetric and asymmetric keys") so that
the complete chain of trust can be checked.

For additional details about OPC UA method UpdateCertificate, see the OPC UA specification, Part 12.
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8.4.2.1 Updating the self-signed certificate using UaExpert
UaExpert contains tools that make it easy to update certificates.

Information:

Since a private key is transferred with this method, an encrypted connection to the bus
controller is required.

Perform the following steps in the UaExpert project window:

1. Open shortcut menus of Documents.

2. Call function Add.
3. Select document type "GDS Push View" in the following dialog box.
4. Continue with Add.
Praoject B X . Add Document 7 o
G z
D farjjet Document Tvpe:
v A Servers
Q:‘. ¥IORCODAT GDS Push View e
i ﬂ Documents Description:
ﬂ Data Acc This document type allows configuring servers using the GDS Push
Model. With this, the server's trust lists and application instance
certificate can be configured remotely,

Ll F x Note: This feature is only available over encrypted
% | Mo Highlight - connections while being authenticated as an
administrative user.
=) Root
v (3 Objects
> [ Aliases License Type: Runtime License
> @i DeviceSet

There are no functional limitations.

> @ DeviceTopology
> @i NetworkSet
> gl Server
3 Types
> D Views

Ed Cancel

v A dialog box for creating and transferring the certificate is displayed.

Create and transfer certificate

05 Bush iew ) ' New Application Instance Certificate x
Current Server: X20BCO08T - .
- . Subject:

Certificate Group: |DefaultApplication AT

ertificate Group: |DefaultApplicationGroup i Common Name: | %20BC00BT-OPCUA | v

Server Certificate i
a Organization: | B8R Industrial Automation Gt | v
Certificate Type RsaSha256ApplicationCertificateType - Organization Unit: | ‘ ®
Create new self-signed certificate for download to server: 1 |‘ Create Certificate. .. u Locality: |EQQE|5bE"Q ‘ W
Request a certificate signing request from the server: Create CSR... B | ‘ 8

Country: |AT ‘ L

Download certificate to server:
(Two letter code, e.q. DE, US, ...)

Certificate <Generated by 'Create Certificate...'> =
OPC UA Information
Indude Private Key | 3 <Generated by ‘Create Certificate...' >
4 -l ‘i Application URI: |http:,f,fbr-aummaton.(cmedea,’)(ZOBCODSTJFSZQD168454f ‘ L
Download
— Dy Wi x20bc008t-0060655837B0 &
Server Certificate Groups A ;
o
Trusted Issuers =
Certificates pp—
- IP Addresses: St o
Status Name Valid From Valid To Organization Organization =
=
€ >
Certificate Settings
Certificate R tion Lists 1
b RSA Key Strength: |2048 bits | Signature Algorithm: [Sha256 | Certificate Validity: [5Years +
Nurmber Valid From Mext Update Organization OrganizationUnit
2 Cancel
< >

n ‘Apply Changes
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1. Start creating the certificate with Create Certificate.
2. Inthe following dialog box, enter the data required for the certificate and confirm with OK.

Information:

Entering the IP address is necessary if the IP address is statically assigned
and clients access the bus controller using the IP address (for example via URL
opc.tcp://192.168.1.1:4840). If the IP address was obtained over a DHCP server, it
does not make sense to enter an IP address in the certificate since this is usually as-
signed dynamically and may change.

3. Select option "Include private key" since the private key is transferred for the update.

4. With Download the certificate created is transferred to the bus controller. The following query whether
issuer certificates should be specified, can be confirmed with "No".

5. Accept the new certificate with ApplyChanges.

All connected clients are disconnected for this. A new connection is only possible when the new cer-
tificate is trusted.
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9 Diagnostics

Occurring malfunctions or unexpected or undesired behavior of the bus controller can have many causes.
Especially when used in larger networks with network infrastructures from different manufacturers, it can
be difficult to localize possible error sources. This chapter serves as assistance during diagnostics of mal-
functions and localization of causes. It describes context-related errors and shows possible causes and
their solutions. These include:

» Errors related to addressing

» Errors related to data transfer

e Errors related to time synchronization
» Errors related to cybersecurity
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9.1 Addressing

Diagnostics

No.

Error characteristics

Possible cause

Solution

See

Cannot connect to hostname
in factory state.

Unknown hostname

The bus controller is accessible by default
under mDNS hostname "x20bc008t-<MAC
address>.local"?.

- 3.2 "Establishing a connec-
tion"

- 6.1.2 "General network con-
figuration"

Cannot connect to IP address
in factory state.

Unknown IP address

o DHCP server available in the network?:
Contact the responsible network adminis-
trator for the IP address assigned to the bus
controller.

-7.1"Port status"

® DHCP server not available in the network:
Assign the static IP address 192.168.1.1 to the
bus controller for operation with the node
number switch (adjusting the node number
switch for 1 second) and then perform a
user-defined configuration via the OPC UA
information model.

If the bus controller is directly connected to
another switch that is already reachable via
a hostname or an IP address, the searched
IP address can be read out from the port to
which the bus controller is connected.
Root/Objects/DeviceSet/X20BC008T/
Status /SwitchPorts/
ETHXx/LinkPartner/ManagementAddress

-2.2.2 "Number switches"
-2.3"Setting an IP address"
- 6.1.2 "General network con-
figuration"

In a network with a DHCP
server, it is not possible to
connect to the bus controller
via an IP address after a stat-
ic IP address has been set by
configuration via the OPC UA
information model.

There is an IP address conflict with
another device on the network that
has dynamically obtained the same

address from the DHCP server.

Check whether the statically assigned IP ad-
dress is located outside the range managed
by the DHCP server.

e Outside the range:
Check all devices with static address set-
tings for address conflicts.

® Inside the range:

Restore default address 192.168.1.1 and con-
figure a static IP address that is located out-
side the range managed by the DHCP server.

-2.2.2 "Number switches"

- 2.3 "Setting an IP address"
- 6.1.2 "General network con-
figuration"

During configuration via the OPC UA
information model, a network mask
of a subnet was assigned that can-

not be accessed by the client.

Check the settings of the TCP/IP stack on the
operating system of the client.

® Within the same subnet:

If the client is located on the same subnet,
the configured network masks on the client
and the bus controller must be identical.

o Not within the same subnet:

If the client is not located on the same sub-
net, the routing settings of the operating
system of the client must be checked.

- 6.1.2 "General network con-
figuration"

1)

Information

client.

Addressing the device via the hostname mentioned above requires corresponding mDNS support on the operating system of the accessing

For the MAC address to be used in the hostname of the bus controller, see the label attached to the side of the bus controller ("MAC1"), which

also contains the serial number.

A user-defined hostname can be configured via the OPC UA information model.
2) The bus controller is delivered with an enabled DHCP client by default and an IP address must be assigned by a DHCP server in the network.
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9.2 Data transfer

No. |Error characteristics

Possible cause

Solution

See

1 Complete  communication
failure between 2 or more de-
vices connected to the bus
controller?.

Ethernet autonegotiation between
the bus controller and one or more
connected devices failed.

Check LinkStatus of the affected ports in the
OPC UA information model:
Root/Objects/DeviceSet/X20BC0O08T/
Status /SwitchPorts/ETHx/
LinkProperties/LinkStatus

If this value is not set to UP, there is no link
between the bus controller and the connect-
ed device at the network level.

Checking the cable connection:

-  Tightness of the connector

- Max.length (100 m) of the cable not ex-
ceeded

—  Potential damage to the cable

Check existing log outputs of the bus con-
troller or the connected device. These can
provide information about hardware prob-
lems.

-7.1"Port status"

Devices involved in the communica-
tion do not transmit Ethernet frames
or faulty Ethernet frames that are de-
tected and discarded by the bus con-
troller.

Check the error counter of the affected ports
in the OPC UA information model:
Root/Objects/DeviceSet/X20BC0O08T/
Status /SwitchPorts/ETHx/FrameStatistics/

e RxFrameCount and TxFrameCount

If these counters have the value O, no Eth-
ernet frames nor faulty Ethernet frames are
sent by the connected devices.

# FcsErrorFrameCount,
GeneralRxErrorFrameCount,
GeneralTxErrorFrameCount and
SizeErrorFrameCount

During error-free operation, these counters
have the value 0. Values not equal to 0 indi-
cate in most cases errors in network compo-
nents of the connected devices or the bus
controller itself.

Check existing log outputs of the bus con-
troller or the connected device. These can
provide information about hardware prob-
lems.

-7.1"Port status"

Ethernet frames that have a VLAN
tag and/or multicast DMAC address-
es were not configured on the bus
controller.

Check the configuration for forwarding Eth-
ernet frames with a VLAN tag and/or the
multicast DMAC addresses in the configura-
tion tool.

2 Data is not received at a re-
ceiver connected to the bus
controller at the expected
time?.

The link speed between the bus
controller and the connected device
does not meet the expectations (100
Mbit/s instead of 1 Gbit/s).

The duplex mode between the bus
controller and the connected de-
vice does not meet the expectations
(half-duplex instead of full-duplex).

Check nodes Speed and Duplex of the affect-
ed ports in the OPC UA information model.
Root/Objects/DeviceSet/X20BC008T/
Status/SwitchPorts/ETHx/
LinkProperties/Speed or Duplex

If the speed or duplex mode does not meet
the expectations, check the following items:

— Does the connected device support
the expected speed / duplex mode?

—  Was the correct cable type used?
(Gigabit Ethernet requires at least Cat
5)

—  Checking the cable connection:
® Tightness of the connector
® Potential damage to the cable
® Installation near potential sources of
interference

The devices were not connected to
the bus controller ports according to
the system design.

The transfer latencies do therefore
not meet the expectations.

Check the nodes under LinkPartner of the
affected ports in the OPC UA information
model.
Root/Objects/DeviceSet/X20BC008T/
Status /SwitchPorts/ETHx/LinkPartner/

-7.1"Port status"

1
2)

80

If messages from an OPC UA publisher are not received at an OPC UA subscriber, for example.
If an OPC UA subscriber detects Ethernet frames that were received late or failed.
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9.3 Time synchronization

Diagnostics

No.

Error characteristics

Possible cause

Solution

See

PTP time synchronization of
devices connected to the bus
controller is not working.

PTP time synchronization is not en-
abled on the bus controller.

Enable PTP time synchronization in the OPC
UA information model®.

e WallClock:
Root/Objects/DeviceSet/X20BC008T/
Configuration/
TimeSynchronization/WallClock /
TimeSyncProtocol

® WorkingClock:
Root/Objects/DeviceSet/X20BC008T/
Configuration/
TimeSynchronization/WorkingClock /
TimeSyncProtocol

- 6.14
tion"

"Time synchroniza-

Time synchronization of an incorrect
PTP domain was configured on the
bus controller or connected device.

Configure anidentical PTP domain on all par-
ticipating devices?.

This setting can be made in the OPC UA in-
formation model on the bus controller.

e WallClock:
Root/Objects/DeviceSet/X20BC0O08T/
Configuration/
TimeSynchronization/WallClock /PTP/
DomainNumber

e WorkingClock:
Root/Objects/DeviceSet/X20BC008T/
Configuration/
TimeSynchronization/WorkingClock /PTP/
DomainNumber

- 6.14
tion"

"Time synchroniza-

There is no PTP grandmaster on the
network.

If the bus controller should serve as a PTP
grandmaster, option SlaveOnly must be dis-
abled in the OPC UA information model.

e WallClock:
Root/Objects/DeviceSet/X20BC008T/
Configuration/
TimeSynchronization/WallClock /PTP/
SlaveOnly

e WorkingClock:
Root/Objects/DeviceSet/X20BC008T/
Configuration/
TimeSynchronization/WorkingClock /PTP/
SlaveOnly

- 6.14
tion"

"Time synchroniza-

The bus controller was con-
figured as a PTP grandmas-
ter, but another network de-
vice was selected.

The priority of the PTP clock of the
bus controller is too low compared
to the selected network device.

Adjust setting Priorityl of the PTP clock in
the OPC UA information model.

The lower the value is set, the higher the pri-
ority is.

e WallClock:
Root/Objects/DeviceSet/X20BC008T/
Configuration/
TimeSynchronization/WallClock /PTP/
Priorityl

e WorkingClock:
Root/Objects/DeviceSet/X20BC008T/
Configuration/
TimeSynchronization/WorkingClock /PTP/
Priorityl

- 6.14
tion"

"Time synchroniza-

Data is not received at a re-
ceiver connected to the bus
controller at the expected
time?.

The devices involved in the commu-
nication are not time synchronized
according to the requirements or not
time synchronized at all.

Check the correct time synchronization of
the PTP domain of WorkingClock for of all
network devices between the transmitter
and receiver.

The state of the time synchronization of the
bus controller can be checked in the OPC UA
information model:
Root/Objects/DeviceSet/X20BC008T/
Status/
TimeSynchronization/WorkingClock/PTP

-7.2"Time synchronization"

1
2)
3)
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Time synchronization is disabled on the bus controller by default.
By default, WallClock is synchronized via domain 0; WorkingClock is synchronized via domain 20.
If an OPC UA subscriber detects Ethernet frames that were received late or failed, for example.
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9.4 Cybersecurity

No. |Error characteristics Possible cause Solution See
1 Establishing a secure con-|The scope of the certificate used by | ¢ Using NTP - 3.5 "General network set-

nection to the OPC UA server | the client is outside the current date | Ensure that at least one of the configured | tings via OPC UA"

of the bus controller is reject- | or time of the bus controller?. NTP servers is reachable and distributes the |- 5.4 "Time synchronization

ed withinformation about an correct time. and time domains"

expired certificate. - 6.1.4 "Time synchroniza-
e Using PTP tion"
Ensure that the PTP grandmaster is active |- 7.1 "Port status”
and distributes the correct time with the|-2.2.2 "Number switches"
corresponding PTP domain (for WallClock).
Reset the security settings of the device if no
source for WallClock is available or function-
al.
A connection that is not encrypted can only
be established in this state.

1) The value of WallClock is crucial for this.

82

When establishing a secure connection using SSL/TLS, the certificates used are checked on both the client and the server.
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10 Licenses

The license information can be retrieved using the firmware upgrades that can be downloaded from the
B&R website (www.br-automation.com).

1. Download the firmware upgrade (ZIP file) of the module from the B&R website.

2. Unpack the firmware upgrade in a new folder.
ZIP file licenses.zip should then be available.

3. Unpack the ZIP file.
For technical reasons, the ZIP file may contain files with the same name. This should be taken into

account when unpacking the ZIP file.
4. After unpacking, the license files can be viewed in folder ...\licenses.
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11 Appendix

11.1 OPC VA information model

The bus controller provides access to the configuration and data of the I/O modules of the bus controller via
the OPC UA information model. This information model also enables OPC UA clients to access existing data.

I2) Root
v [ Objects
I Aliases
v e DeviceSet
wa DeviceFeatures
v g X20BCO0ET
I Configuration
W DeviceManual
# DeviceRevision
o FirmwareUpdate
W HardwareRevision
I Identification
¥ Manufacturer
¥ Model
& ProcessData
# RevisionCounter
@ SerialMumber
¥ SoftwareRevision
I2) Status
& XX IF1
wa DeviceTopology
o MetworkSet
e Server
I Types
I3 Views

All nodes that are available for the bus controller are subordinated to main node Root/Objects/De-
viceSet/X20BCOO08T via hierarchical references. These include nodes for configuration and access to 1/0
module process data.

11.1.1 User management

Access to the bus controller is restricted to authorized users during normal operation. Users have different
rights according to the roles assigned to them. The user and role management required for this is carried
out via the OPC UA information model.

v o RoleSet
e Anonymous
W AuthenticatedUser
“ g ConfigureAdmin

% Addidentity
% Removeldentity
@ ldentities

i Engineer

ey Observer

s Operator

W SecurityAdmin

i Supervisor

The bus controller comes with predefined, standardized roles. The roles do not differ structurally in the in-
formation model, but all have the same methods and attributes. Role ConfigureAdmin, which is responsible
for administration tasks, is shown here as an example.

Position of the data in the information model: Root/Objects/Server/ServerCapabilities/RoleSet
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Node name Description
Addldentity Adds a user to this role
Removeldentity Removes a user from this role
Identities List of all users in this role
v g UserSet
@ AddlUser

W Remowvellser

The bus controller comes without predefined users in the factory setting. These can be freely assigned,
except for a few reserved names such as "root". They will then appear below object UserSet.

Position of the data in the information model: Root/Objects/Server/ServerCapabilities/UserSet

Node name Description
AddUser Adds a user
RemoveUser Removes a user

v g UserSet
W AddlUser
¥ RemoveUser
¥ o admin

¥ RemoveSshKey
% DisablePassword
W SetPassword
% AddSshKey
¥ Password
¥ Roles
¥ Sshieys

Created users do not differ structurally in the OPC UA information model, but have the same methods and
attributes. Frequently used user "admin" is shown here as an example.

Users can authenticate themselves on the bus controller in different ways. Access via OPC UA is secured

by passwords, whereas access via NETCONF is secured via SSH keys. It is permitted to enable both types
at the same time.

A user can have one password at the most. It makes sense to choose a password that is complex enough.
The bus controller does not check the set password, so the empty password "" is also possible.

A user can have any number of SSH keys. This is useful if access to the bus controller from different devices
is desired. Unlike passwords, SSH keys are fundamentally secure and cannot be guessed. The bus controller
permits the use of SSH keys only for NETCONF. The OPC UA standard does not support SSH.

Position of the data in the information model: Root/Objects/Server/ServerCapabilities/UserSet

Description Node name

Roles List of all roles held by the user

Password Displays whether password authentication is active for this user
SetPassword Sets a password

DisablePassword Deletes the password and disables password authentication for this user
SshKeys List of public SSH keys

AddSshKey Adds an SSH public key

RemoveSshKey Removes a public SSH key

v wa CurrentUser
W AddSshKey
% DisablePassword
¥ Password
W RemoveSshKey
# Roles
¥ SetPassword
¥ Sshkeys
¥ UserMame

Access to the general user and role administration is restricted to privileged users. However, each user has
the necessary permissions to change his or her own password, for example. The current user of a session
is represented separately in the information model. This dynamically mirrors the attributes and methods
of a user who is also accessible via the general user management system.

Position of the data in the information model: Root/Objects/Server/ServerCapabilities/CurrentUser
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Node name Description

Roles List of all roles held by the user of this session

Password Displays whether password authentication is active for this user
SetPassword Sets a password

DisablePassword Deletes the password and disables password authentication for this user
SshKeys List of public SSH keys

AddSshKey Adds an SSH public key

RemoveSshKey Removes a public SSH key

UserName Name of the current user of the session

11.1.1.1 Deleting a created user

The following must be taken into account to delete users that have already been created:

* Only a user with SecurityAdmin rights can delete a user.
» Users cannot delete themselves.

User "Example" should be deleted in this example.

Attributes & x
olvh @ o
Attribute Value *
v Nodeld ns=1;5=User.example@UserObject
MNamespacelndex 1
IdentifierType  String
Identifier User.example@UserObject
NodeClass Object
BrowseName 1, "example"
DisplayName **, "example"
Description =
WiiteMask 0
UserWriteMask 0
¥ RolePermissions RolePermissionType Armray[8]
v [0l RolePermissionType
» Rnleld i=19644 [WellKnownRole Ananvmous]

1) Method 11.1.1 "RemoveUser" must be called first.

2) Namespacelndex and Identifier of the user are specified as input arguments.

3) Finally, the user is deleted by clicking on "Call".

» I ModellingRules
» I OperationLimits

+ g RoleSet Hame Value

ddress Space 8 X Data Access View Q atrbutes

s Mo Highlight | = Server SGwelbh @
e Al 66OACSTIS21 Links  NSéiSwinglBeDev Attribute |

2 OACSTOS2.1 NS4|String|BrD ey

@ MaxSessions 3 I n I D v Nodeld ]
¥ MaxStringLength = Marmespacelndex :
¥ MaxSubscriptions = IdentifierType |
¢ MaxSubscriptionsPerSession [ : :
@ MaxWhereClauseParameters | Bl Call RemoveUser on UserSet ? x
@ MinSupportedSampleRate

2 DataType Description

# ServerProfilerray Usertodeld [1 |2]|String v |[User.example @UserObject

| Modetd

@ SoftwareCertificates

~ o UserSet
> % AddlUser
1 > % Removelser
> oip configTester
+ oy example
' ok USET
Project

Address Space

og

BB
Timestamp
REUDLULES VT 13
)8.05.2023 07:13... Reference Plugin
18.05.2023 07:13... AddressSpaceModel

Source
Attnoute Flugin

e A e P —
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11.1.2 Firmware update

Appendix

The firmware update functionality is provided to the bus controller in the OPC UA information model by
node Root/Objects/DeviceSet/X20BCO08T/FirmwareUpdate. The following table describes the hierarchy

of all subnodes and their meaning:

Node name Data type

Description

DefaultinstanceBrowseName QualifiedName

Name of the object used.
Defined default name = "SoftwareUpdate"

Installation

CurrentState LocalizedText

Installation status readable by the user
Possible values

Idle

Installing

Error

Id Nodeld

Machine-readable installation status
Possible values

271 Idle object
273 Installation object
275 Error object

InstallSoftwarePackage

Starts the installation of the previously loaded firmware package

InputArguments String
String
String[]

ManufacturerUri
SoftwareRevision
Patchlidentifiers

ByteString Hash

ManufacturerUri and SoftwareRevision. Used to identify the firmware pack-
age to beinstalled.

Arguments Patchldentifiers and Hash have no function and must be left
empty.

Information: If a firmware installation that overwrites an identical, already
installed version should be forced, string "force" must be assigned to argu-
ment Patchldentifiers[0].

PercentComplete Byte Displays the installation progress.
Information: This method is not suitable for detecting a completed instal-
lation.
Resume Resets the installation status from "Error" back to "Idle"
Loading
CurrentVersion Shows properties of the active firmware
Manufacturer LocalizedText Manufacturer
ManufacturerUri String Manufacturer URI
SoftwareRevision String Version of the firmware package
ErrorMessage LocalizedText User information for file transfer - see Error messages.

FileTransfer

Provides information about the file transfer of the firmware package

ClientProcessingTimeout

Time in seconds after which the server ends the transfer if the client stops
making method calls required for the transfer.

CloseAndCommit

Ends the file transfer

GenerateFileForRead

Not supported

GenerateFileForWrite

Generates a FileType instance that is used for the file transfer.

TransferState Transfer state of the object
GetUpdateBehavior Shows update properties of the loaded firmware
InputArguments String ManufacturerUri |ManufacturerUri and SoftwareRevision. Used to identify the previously
String SoftwareRevision |loaded firmware package.
Stringl] Patchldentifiers | Argument Patchldentifiers has no function and must be left empty.
OutputArguments UInt32 Describes how the bus controller can perform an update.
Possible values
4 RequiresPowerCycle
PendingVersion Shows properties of the loaded firmware?
Manufacturer LocalizedText Manufacturer
ManufacturerUri String Manufacturer URI
SoftwareRevision String Version of the firmware package
PowerCycle
CurrentState LocalizedText User-readable reboot status
Possible values
NotWaitingForPowerCycle
WaitingForPowerCycle
Id Nodeld Machine-readable reboot status
Possible values
299 Object NotWaitingForPowerCycle
301 Object WaitingForPowerCycle
UpdateStatus LocalizedText Userinformation and feedback for the entire update procedure, see Update

status.

1) Only if the corresponding firmware update file has already been transferred to the target device and is ready for installation.

Error messages

No. Text

Explanation

0 [ERROR] File invalid or not loaded

Displayed when node Root/Objects/DeviceSet/X20BCO08T/FirmwareUp-
date/Loading/PendingVersion is read, but the firmware package is invalid
or missing.
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Update status
No. Text Explanation
0 [ERROR] Requested version not present or file invalid Input parameters of method GetUpdateBehavior or InstallSoftwarePackage

do not match the loaded firmware package. The requested version does not
exist or the firmware package is invalid.

1 [ERROR] Installation failed. See Firmwarelnstall.log in sys- | The installation of the firmware package triggered by method InstallSoft-
tem dump archive. warePackage was started, but failed.
For additional information, see object "SystemDump" in file "Firmwareln-
stall.log".
2 [ERROR] Action not allowed in current state The method call was denied since it is not permitted in the current state.
3 [INFO] Installation successful, reboot required The bus controller requires a reboot to enable the installed firmware.

This can be done by calling method Root/Objects/DeviceSet/X20BC0O08T/
Configuration/Control/Reboot or by switching the power supply off and on.
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